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1. IEJIX U1 3AJIAYU OCBOEHUS JUCHUITJIMHBI

Hucumumna  «MHpopmannonHas  0€30MacHOCTh» — MOCBSIIEHA  HM3YYEHHIO  OCHOB
nH(pOpMallMOHHON Oe30macHOoCTU. PaccMaTrpuBaloTCs OCHOBHBIE TMOHATUS HHGOPMAIMOHHOMN
0e30MacHOCTH, CTPYKTypa Mep B oOmactu uHPOpPMAMOHHOW 0€30MmacHOCTH, KPaTKO
OMKCHIBAIOTCS MEPBI 3aKOHOJATENILHOTO, aMUHUCTPATUBHOTO, MPOLEAYPHOTO U MPOTrpaMMHO-
TEXHUYECKOTO YpOBHEW. M3mararorcs B3riasapl Ha HHPOPMALUIO, KaK OOBEKT 3alluThl C
BbIJICJICHHEM XapaKTEPHBIX CBOMCTB 3amuiiaeMoi nudopmanuu. PaccmaTpuBaroTcst BUABI yrpo3
uH(GOPMAIIMOHHON 0€30MacHOCTH; METOABI U CpeAcTBa OOpHOBI ¢ yrpo3amu WH(GOPMAIMOHHON
0e30MacHOCTH; TMOHATHE TOJUTHUKKA  O€30MacHOCTH, CYIIECTBYIOIIME THIBl  MOJUTHK
0€301aCHOCTH; JEHCTBYIOIIME CTaHAApPThl HMH(OPMAIMOHHON O€30MacHOCTH; HOPMAaTHBHBIE
PYKOBOZSIIINE JOKYMEHTHI.

Heas aucHUmIMHbI — (OpMHUpPOBaHHE Yy OyIyHIMX CIEHUAIUCTOB M PYKOBOAMTEIEH
CUCTEMHBIX 3HAaHUH 1O mpolieme oOecrneueHUs KOMIUIEKCHOW 3alluThl MH()OPMAIIMOHHBIX
PECYPCOB M YIpPaBICHUIO HH(POPMAIMOHHBIMUA PUCKAMH, a TaKXKe MPAKTUYECKHX HABBIKOB
Oe3omacHoOi paboThl B MHPOPMAIIMOHHBIX CHCTEMaX.

3apaum AU CHUIIHHBI:

— ¢opMUpOBaHHE CUCTEMHBIX MPEACTABICHUN 00 yIpaBieHUH HWH(DOPMALMOHHBIMU
pUCKaMU;

— W3y4YCHHE METOAOB W CPEICTB KOMIUIEKCHOW 3aIiuThl HH(GOpMAIMKA B
MH()OPMALMOHHBIX CHCTEMaX KOMMEPYECKUX MPEANPHUATHNH U TOCYIapPCTBEHHBIX
YUPEKICHUM;

— (QopmupoBanue PaKTUYECKUX HAaBBIKOB aHanmm3a 3alUIIEHHOCTH
MH(OPMALIMOHHBIX CHUCTEM, MCIOJIb30BaHUSI BCTPOCHHBIX BO3MOxkHOCTEH OC, MS
Office, bpanmmayspa Windows, Internet Explorer, a Takke aHTUBHUPYCHBIX H
KpUNTOrpaguueckux CpeAcTB A odecriedeHns 6e30nacHOCTH HH(POPMAaLIUY;

— TIOJIyYe€HHE TEOPETUYECKUX 3HAHMH W MPAKTHYECKHX HABBIKOB NPU PEIICHUH
TUTIOBBIX 3a71a4 10 00ecreyeHn0 MHPOPMAIIMOHHON 0€30TaCHOCTH;

— M3ydyeHue mpobieM 3almMTbl UHPOPMALMU, CTOSIIMX Meped COBPEMEHHOU
BBIUMCIIUTEIIBHON TEXHUKOW;

— (QopmupoBaHUE HABBIKOB HCIIOJIb30BAHUS IMOJNYYSHHBIX 3HAHHWHA JJISI TPABHIILHOTO
BbIOOpa pelieHuid npu pa3zpaboTke KpUNTOrpapUUecKUx, OpraHU3allMOHHBIX,
TEXHUYECKHUX CPEJCTB 3aIIUTHI HH(POpPMAIIHH.

B pesynpTare u3ydeHHss Kypca CTYISHTHI JIOJDKHBI O3HAKOMHUTBCS C METOJUKOW W
WHCTPYMEHTAMH TIOCTPOEHHUSI KOMILIEKCHOM, SIIEIOHUPOBAHHON CHCTEMbl WH(OPMAaIMOHHON
6e3omacHocTH. TO ecTh, MUCHMIUIMHA HANpaBlieHa HAa M3yYEHHE OCHOBHBIX TEOPETHUYECKHX
MOJIO)KEHUH W METOJOB, (OPMUPOBAHHWE YMEHHH ¥ TPUBUTHE HABBIKOB MPUMEHEHUS
TEOPETUYECKUX 3HAHHM JUIS PeIICHHs PUKITATHBIX 3a/1a, a TAK)KE Pa3BUTHE HOBBIX MOIXOI0B K
oOecrieyeHnto HH(POPMAIIMOHHOH 0€30MacHOCTH B chepe IKOHOMHKH.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII

HucuuruimHa «MHpopMannoHHas 06e30MacHOCTbY MPUHAAISKUT 0a30Boi yactu bioka
bl «uctuummuubl (MOAYIM)» OCHOBHOM MPOQECCHOHAIBHOW 00pa30BaTEIBHON MPOTPaMMBbI
(OITOII). Ona sBusIETCS OMHOM W3 OCHOBOIIOJATAFOIINX JTUCHUIUIMH B CHUCTEME IOATOTOBKH
cnenuanucra o HampasineHuo 38.05.01 «3koHOMHUYeckass 6e30macHOCThY. Bmecte ¢ npyrumu
KypcamH, MOCBSIIIEHHBIMU TPEHJaM TpaHC(POpPMAIMM COBPEMEHHOM 3KOHOMHUKH, TUCHUIUIMHA
«MuadopmarmonHas 0€30MaCHOCTh» COCTABIISIET OCHOBY OOpa30BaHMs CIEIUATUCTA B YaCTH
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OIIOII, kacaromeiicss COBpEMEHHBIX TEHJICHIIMHA CTAHOBJICHUS W Pa3BUTHUS WH(POPMAIIMOHHOTO
obmectBa. OHa OXBaTBHIBACT IIMPOKHNA Kpyr MpoOIeM M TOSTOMY CBsi3aHA CO MHOTHMH
JUCLUIUIMHAMH, KOTOPbIE HPENOJAlT B paMKaxX HM3y4YEHHs COBPEMEHHBIX HH(pOpPMAalMOHHBIX
TEXHOJIOTUH, T.K. €€ Lelb — MOJIyYCHHE CTYIEHTOM 3HAHUH, YMEHHA M HABBIKOB OOECIICUCHUS
uHpopMalLMOHHON Oe3zomacHocTu. LludpoBas TpaHcopmalus MOMOraeT He MPOCTO CJIEI0BATh
TEHJACHIIMM, HO U OKOHOMUTb BpeMs, JI€HbI'M, pecypchl, TO €CTb OCTaBaThCs
KOHKYpPEHTOCTIOCOOHBIMH.  COBpEMEHHbIE  KOMMYHUKALIMOHHBIE  TEXHOJOIMM  IOMOTAOT
peann30BaTh HIMPOKHA HAaOOp OW3HEC-TPOLIECCOB MPEANPHUATHNR M OpPTaHU3AIMA pa3IMYHBIX
BUJIOB JIEATEIBHOCTH, Pa3MEpPOB M OPraHU3alMOHHO-PaBOBBIX (opM. OOLIME TEHIEHIMU
uHPOPMATHU3AUN SKOHOMHUKM TaKOBbI, 4YTO HH(OPMAIMOHHBIE CHCTEMBI, O00ECHEUMBAIOINE
B3aUMOJICHICTBUE MPENNPUATUS C IPYTUMH CyOBEKTaMHU XO3SIMCTBEHHOM NESTEIbHOCTH, U MX
peanu3anysi Ha MHKPOYPOBHE CTAaHOBATCS HEpa3pbIBHBIMHU, IOATOMY TpPEOOBaHHS K YPOBHIO
HOJArOTOBKH 3KOHOMUCTA B 00JacTH HH(OPMALIMOHHON 0€30I1aCHOCTH ITOCTOSIHHO MOBBIILIAKOTCS.
Nudopmannonnas 0€30MacHOCTh SIBISAETCS BaXKHEWINEH COCTAaBIAIONIEH dYacThio OOIIei
UHTErpalbHOM MM KOMILJIEKCHOM O€30IacHOCTH, IpHUYeM Ha JHOOM BO3MOXHOM YpOBHE
pacCMOTpPEHMs] — HalMOHAJIIBLHOM, PErMOHAJIbHOM, OTPACcIEBOM, KOPHOPAaTUBHOM M Jaxe
nepcoHanbHoM. Ilpu 3TOM uHpOpManMOHHas Oe30macHOCTh obsafgaer crenuduueckon
ocobenHoctrio. [Ipn anHamm3e HEOOXOTUMO YYHMTHIBATh, YTO CEPBUCHI 3AIIMTHI WHPOpPMALUU
SBJISIIOTCSI HEOTBEMJIEMON 4aCThI0 MH(POPMALIMOHHBIX TEXHOIOTUH, KOTOPBIE B HACTOSILEE BPEMS
pa3BUBAIOTCS JOCENE€ HEBUJIAHHBIMM TeMraMu. YToObl HE OTCcTaBaTh OT TEXHUYECKOTO
nporpecca, HEOOXOIUMO HE IPOCTO BHEJIPUTh HEKOTOpPblE TOTOBBbIE MHCTPYMEHTHI B cdepe
nH(pOpMaIIMOHHOM 0e30macHOCTH, a pa3padoTaTh METOAOJOTUIO T€HEPAIlMH HOBBIX PEHICHUH,
OTBEYAIOIUX COBPEMEHHOMY COCTOSIHUIO JIe, @ B UJieajie — paboTaroIuX Ha MEePCIEKTUBY.

B pamkax IUCHUIUIMHBI HM3Yy4arOTCsl OCHOBHbBIE HANpaBICHUS Pa3BUTHSI COBPEMEHHBIX
MH(POPMALIMOHHBIX TEXHOJIOTMH U obOecredyeHus: 0e30MacHOCTH HH(POPMALMOHHBIX CUCTEM.
Iudp nucuurumnel B paboyeM yuedbHoMm miane - b1.5.51.

JlucuuiuinHa yuTaercs B 9-oM ceMecTpe CTyIeHTaM 5-ro Kypca 04HOM GpopMbl 00ydeHus
1 0a3upyeTcsi Ha OTACIbHBIX KOMIOHEHTAaX KOMIIETEHIINN, COPMHUPOBAHHBIX y 00YJAIOIINXCS B
XO0/JIe U3YYEHUS NMPEeIIIECTBYIOIUX YUeOHbIX JUCIUIUIMH Y4eOHOrO IIaHa.

IIpepexBu3uThbl. /luciuminHa paccuMTaHa Ha CTYJIEHTOB, MMEIOUIMX MOJITOTOBKY IO
OpPEIIECTBYIOIIMM  KypcaM, Kacaloouuxcsi HHQPOPMATUKH, BBIYMCIMTEIBHON  TEXHUKH,
CTaTHCTUKH, alareOpbl U TEOPUU YMCEN, TEOpUU BepoATHOCTH. OOyuarouuecs J0JKHbI UMETh
NOATOTOBKY (3HaHHs, YMCHHUS, HAaBBIKH ¥ KOMIIETCHIMH) B 00IacTH HHPOPMATUKH,
MH(OPMALIMOHHBIX TEXHOJIOTUH U CUCTEM, INIOOATBHBIX CETEeH, OpraHu3aluu 1 HHPPACTPYKTYpPbI
HpeANpUHUMATENIBCKOM 1eATeIbHOCTH, IIPOU3BOJCTBEHHBIX M OM3HEC-TIporeccoB. [ u3ydenus
pazzena, Kacaromerocss KpunTorpauueckux CpesiCTB 3allUThl, CTYAEHT TaKke JOHKEH OCBOUTh
Kypc «BeposiITHOCTHBIE METO/IBI B SKOHOMHUKEY. Takke, mepes TeM Kak NPUCTYIUTh K U3yYEHHUIO
quctumuinHel «MHpopMalonHas 0e30MacHOCThY, CTYJIEHTY PEKOMEHAYETCsl aKTyalu3upoBaTh
3HaHMA N0 Kypcy «MaremaTHdeckue MeToAbl B SKOHOMHUKeE». [lomumo 3TOrO, UIsl yCIEenHoro
OCBOEHHUSI JIAaHHOTO Kypca CTYAEHT JIOJDKEH MMETh HaBBIK CAaMOCTOSATEIbHOW paboThl ¢
Pa3IMYHBIMU UCTOYHMKAMU MHPOpPMAaLUU (MHTEpHET, MeYaTHbIe U3aHus), yMEHHEM 00001aTh
UH(pOpMaLIHIO, TOJYYEHHYIO U3 Pa3HBIX UICTOYHUKOB, YMEHHEM MPEACTABIATh PE3YIbTaThl CBOMX
uccnenoBanuii. Marepuan kypca «MH}popMamoHHbIe TEXHOJIOTHH B SKOHOMHKE M YIPABICHUN
HEOOXOJUM B YacTH OCBOEHHS OCHOBHBIX MPHUHIUIIOB OOBEKTHO-OPUEHTHPOBAHHOIO
IPOEKTHUPOBAHUS TPOTPAMMHBIX CHCTEM, HMHQPPACTPYKTYPHl TEIEKOMMYHUKALMOHHBIX CETEH.
Kpome »TOro, wusyuenume Kkypca OasupyeTcs Ha KOMIIETCHIUSX, CGHOPMHPOBAHHBIX Y
o0yyaroImuxcs B mpolecce U3y4eHus AUCHUIUINH:

ouHas Gopma oOydeHUs —
— HWudopmanmonHsie TeXHOIOTHH B 3KOHOMHEKE U yrnpasinenun (OK-12; [1K-29)
— HWucrpymenTs! ungposoit skonomuku (OK-12; TIK-29)
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— ABromaru3zaius 00paboTku yaétHoi uadopmarmn (OK-12; TTK-29)

— Texuonornueckas 6e3onacuocts (ITK-4; ITK-31; TIK-32; TTIK-41; [ICK-4)

— VYmpasieHue nepcoHanoM u kajaposas 6e3onacHocts (I1K-32; TTK-42; TICK-5)
— DxoHomuueckoe obocHoBanue dousnec-perrenuit (IIK-1; ITK-2; ITK-30; TTK-32)
— Oumuenka puckoB (OITK-1; ITK-32; TTK-43)

— PerunonanpHas sxoHomuueckas 0e3omacuocts (I1K-24; TTK-26; T1K-32; TICK-7)
— Perunonansnas skonomuka (I1K-24; ITIK-26; I1K-32; TICK-7)

3a04Hast popma oOydeHHS —

— HWudbopmarroHHble TEXHOIOTUH B 9KOHOMHUKE U yupasienuu (OK-12; ITK-29)
— HWucrpymenTs! nugdposoit skonomuku (OK-12; TTK-29)

— Asromaru3anus o0padbotku yuérHoi uHpopmarmu (OK-12; TTK-29)

— Texuomorunueckas 6e3omacuocts (ITK-4; T1IK-31; T1IK-32; I1K-41; [ICK-4)

— VYmpasiieHHe epcoHanoM u kaaposas 6e3onacHocts (I1K-32; TTK-42; TICK-5)
— DkoHomuueckoe obocHoBaHue OusHec-pemenuit (I1K-1; [TK-2; TTK-30; T1K-32)
— Ouenka puckos (OITK-1; TTK-32; TIK-43)

— PermonansHas sxoHoMuyeckas 6e3omacuocts (ITK-24; TTK-26; ITK-32; TICK-7)
— Perunonanshas sxonomuka (ITK-24; ITK-26; I1K-32; IICK-7)

IlocTpekBU3UTHI. Pesynbraret OCBOGHHUS  JTUCIUILIAHBI «HUupopmanronnas
0e30MmacHOCThY OyayT HEOOXOIUMBI IS JAJIBHEWIIEro Ipoiecca OOy4YeHHS B paMKax
MO3TarHOr0  (HOPMHUPOBAHMS KOMIIETEHIIMM TMpPH HW3YYEHUU CIEAYIOIUX CHEIHAIbHBIX
JICITUTUINH:

ouHasi popMma oOyueHus —

— Cyne6nas sxkonomudeckas sxcreptusa (OIMTK-3; ITK-32; TTK-33)

— KowmmekcHas sxkonomudeckas 0e3omacHocts opranmszanuu (I1K-32; TIK-36; TTCK-

1; TICK-3).
3HaHUA, HAaBBIKU U YMEHHUsI, IPUOOPETEHHBIE B Pe3yJbTaTe MPOXOKICHUS Kypca, TaKKe

OyayT BOCTpeOOBaHBI MPH MPOXOXKJACHUU MPAKTUK, OCYIICCTBICHUU MPOSKTHOW IEATEIHHOCTH,
BBITIOJTHEHUH KYPCOBBIX U BBIMMYCKHON KBaJTH(UKAIMOHHON paboT, CBS3aHHBIX C o0ecreueHneM
3amuTel MHQOpManMOHHBIX cucteM, WT-uHpacTpykTypbl, Oe3omacHoil paboTel B CceTU
WuTepHeT, B mpollecce MOATOTOBKM K CAaue U ClIayd TOCYIAapCTBEHHOTO JK3aMeHa, 3allUThl
BBIMTYCKHON KBaJTU(UKAIMOHHONW pa0OTHI, BKJIOYAs MOJTOTOBKY K TIPOIEAYpe 3allUThl U
MPOLEAYPY 3alUTHI.

3. IEPEYEHb INTAHUPYEMBIX PE3YJbTATOB OBYUYEHUS 11O AUCHUIIJIMHE
MOAVYJIIO), COOTHECEHHbBIX C IINTAHUPYEMBIMMU PE3YJIbTATAMMU
OCBOEHMA OI11OIT

[Ipouiecc w3y4yeHHss AMCHMIUIMHBI HalpaBieH Ha (QOPMUPOBAHUE CIEAYIOUINX
KOMIETEHIIHIA:
—  CnocobHOCmbIO pabomamsv ¢ PATUYHBLIMU  UHGDOPMAYUOHHBIMU pecypcamu U
MEeXHON0SUAMU, NPUMEHAMb OCHOBHbIE MEMOObl, CNOCOObl U CPEeOCMEa NONY4eHUs,
XpaneHus, noucka, cucmemamuzayuu, oopabomxu u nepedauu ungopmayuu (OK-
12);
—  CNOCOOHOCMBIO NPOBOOUMb AHANU3 BO3ZMONCHLIX IKOHOMUUECKUX PUCKO8 U 0A8aAMb
UM OYEHKy, COCMmaenams U 0OOCHOBLIBAMb NPOSHO3bI OUHAMUKU PA36UMUS
OCHOBHBIX Yepo3 skoHomuyeckol besonacnocmu (I1K-32).

Koa n IlepeyeHb MuIaHUPYEMBbIX Pe3yJIbTATOB 00yUYEHHS 110 JUCHUILIMHE
HAUMEHOBaHUe (M0aYyJ110), COOTHECEHHBIX C HHANKATOPAMH JOCTHKCHHUS
peasusyemMoii KOMIIEeTEeHIIH I
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KOMIIETCHIIMHA

OK-12
CnOCOOHOCMBIO
pabomamy ¢
PAa3IUYHbLIMU
uH@OpMayUOHHBIMU
pecypcamu u
MEXHONI0SUAMU,
NPUMEHSMb OCHOBHbLLE
Memoobl, CHOCOObL U
cpeodcmea noryyeHus,
XpaueHusl, NOUcKa,
cucmemamuszayuu,
o0bpabomku u
nepeoavu
ungopmayuu

3HaTh: TnoHATHE HH(OpPMaNMM, CIOCOOBI €€ MpeACTaBICHHUS,
OCHOBHBIC TIPUEMBI MOJIyYEHHs, XpaHeHus, 00paboTku uHpOpMaIumy;
CTaHJIapTHbIE MPOrpaMMHBIE cpeAcTBa HabOpa TekcTa U 0a3 JaHHBIX;
MPaBOBbIE aKThl B OOJIACTH 3alIUTHl TOCYJApPCTBEHHOM TaWHBI M
nH(OpPMALIMOHHONW 0€30MacCHOCTH; MPABOBbIE OCHOBBI OpPraHU3AINU
3alUTBI  TOCYJApPCTBEHHONM  TallHBI M KOH(UICHIMAILHOM
nH(OpMaLIUK; OCHOBHBIE MOHATHSA HWH(OPMALMOHHOW 0€30MacHOCTH;
OCHOBHBIE MIPUHLIUIIBI OpraHu3alu u QJITOPUTMBI
(GYHKIMOHMPOBAHUS ~ CHCTEM  OE€30MacHOCTH B COBPEMEHHBIX
OTIEPAIIMOHHBIX CHCTEMax U 000JI0YKaX; BO3MOXXHOCTU MPUMEHEHHS B
paboTe  COBpPEMEHHBIX  CHCTEMHBIX  IPOTPAMMHBIX  CPEJCTB:
OTIEPAIIMOHHBIX CHUCTEM, OINEPAIIMOHHBIX 000J0YEK, 00CTYKUBAIOLIUX
IporpaMM; OCHOBHBIC MPHUHLUIBI OpPraHWU3allMd W  aJITOPUTMBI
(GYHKIIMOHUPOBAHMS OMEPAIIMOHHBIX CHUCTEM M 000J0YeK; MpoOIeMbl
W HampaBJCHHS pPa3BUTUS CUCTEMHBIX MPOrPAMMHBIX CPEJICTB;
MOHSATHE Yrpo3 Oe30MacHOCTH; CHOCOObl KiIaccu(UKAIMK  yrpo3
MHPOPMAIIMOHHON 0e30MacHOCTH; TEXHOJOTHYECKHE BO3MOKHOCTH
3II0YMBINIJICHHUKOB TI0 MPEOJIOJIEHUI0 CUCTEM 3allluThl MHPOpPMAIIHH;
XapaKTEePUCTHKH M MEXaHW3MBl PEATH3alUU THUIOBBIX YIAJIEHHBIX
aTak; TMOHSATUE THUIIOBOW YJAlIGHHON aTaku; YSA3BUMOCTU CETEBBIX
npotokosioB ARP, ICMP, DNS, TCP, FTP, TELNET; npunuus
CO3/MaHMS  3AIIMIIEHHBIX CHCTEM CBSI3W B  PacHpelelIeHHBIX
BBIUMCIIMTENILHBIX ~ CHCTEMax; IOHATHE CepBUCA OE€30MacHOCTH;
MOHSATHE APXUTEKTYpHOU O€30MacHOCTH; Ha3HAUYEHHE CIIHCKOB
yIpaBJIEHUS] JOCTYIIOM; TPHHIUIBI (DYHKIIMOHUPOBAHUS CHUCTEMBI
S/KEY u cepBepa ayrentudukamnmu Kerberos.

YMeTb: HCHONB30BaTh MPOrpaMMHBIE U  ammapaTHbIE CpPEACTBa
MEPCOHANBHOIO KOMITIBIOTEpPA; OPUEHTUPOBATHCS B COBPEMEHHOM
CHUCTeME MCTOYHUKOB HMH(POPMAIMHU; HCIOJIb30BaTh COBPEMEHHbBIE
MH(OPMALIMOHHBIE  TEXHOJOTMHM B  CBoed  MpodecCHOHaIbHON
NeSITeNbHOCTH; TPUMEHATh CpPEACTBA  AaHTUBUPYCHOM  3aIlUTHI;
aHAJIN3UPOBATh MH(}OPMALIOHHYIO 0€e301acHOCTh
MHOTOIOJIb30BaTEIbCKUX ~CHUCTEM; TIOJb30BATHCS MPOrPaAaMMHBIMU
CpPEICTBAaMH,  pEa3yIOIIMMU  OCHOBHBbIE  KpHUHOTOrpaduyeckue
GyHKIMU - cHCTeMbl NyOIMYHBIX KiItouel, nudpoByr MOIMHCH,
paszeneHre J0CTyna; BUAETb U (OPMYyIUpOBaTh MpobdiieMy, BUIETH
KOHKPETHYIO  CHUTYyallMl0,  IMPOrHO3UpOBaTb M MPEABHIETH,
pacCuUuThbIBaTb PHUCKH, CTAaBUTb LCIW W 3ada4d; MNPOCKTHPOBATbL U
UCIOJb30BAaTh  CPEJICTBA HIACHTU(UKAIMM U  ayTeHTU(UKAUH
M0JIb30BAaTeNeH; MCIONb30BaTh KPUNTOrpapUUecKre METObl 3alUTHI
uHpopMmanuu s o0ecriedeHns 0e30MacHOCTH KakK JIOKAIbHBIX, TaK U
pacripeeNieHHbIX CHCTEM; HCIOJIb30BaTh AJITOPUTMBI TE€HEpaluH,
XpaHEHUsT W PpACHpPENENICHUs KIIOYEH; MCIOIb30BaTh METOJBI
AaKTUBHOI'O ayauTa, HCIIOJIB30BaATh MEXKCETEBBIC OKpaHbI JJIsA
obecneueHrss ~ OC30MACHOCTH  MEKCETEBOTO  B3aMMOJICHCTBHS;
o0ecrneunBaTh KOMIUIEKCHYIO 3aIIUTy UH(pOpMAaILIUH.

BJIa)]eTbZ HaBbIKaMMW TMPUMCHCHUA aMIlapaTHBIX W HOPOTrpaMMHBIX
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cpeactB obecnieueHus: MH(MOPMAIMOHHONW O€30M1aCHOCTH; HaBBbIKAMU
IIPOTUBOCTOSIHUS ~ TUIOBBIM  YyJAJIEHHBIM  aTakaM;  HaBBbIKAMU
obecrieyeHuss Oe3omnacHOi pabOThl Ha KOMIBbIOTEpPE; HaBBIKAMU
0e30macHOro Moucka MHPOpMaLuu B III00ATBHON WHPOPMALMOHHOM
ceru Mnrepuer, pabotsl ¢ 6azamu AaHHbIX M HTepHET-pecypcamy;
COBPEMEHHOM TEPMHHOJIOTUEH W  METOJOoJOrHMed B  0OO0JaCTH
MHGOPMALIMOHHON  0€30MacHOCTH;  MJEOJOrMed  IPOM3BOJIBHOIO
(IMCKpELMOHHOI0)  YNpaBJIEHUS  JOCTYNOM, HIPHUHYAUTEIBHOTO
(MaHIATHOrO)  YHpABJIEHHUSA  JIOCTYIIOM, PpOJIEBOTO  YIPaBJICHUS
JOCTYIIOM;  TEXHOJIOTHSIMH  JJIGKTPOHHOW  IM(POBON  MOIIMMKCH,
MHCTpYMEHTaMu oOecrieueHus: 0e3onacHoil paboTel B cetu MHTEepHeT;
unctpymentamu OC cemeiictBa Windows JUiss HACTPONKU TOTUTHKU
ayauTa;, METOAMKOM WM CTaHJapTaMH IIOCTPOCHHs 3allUIIEHHBIX
BUPTYy&JIbHBIX YacTHbIX ceTed VPN; HaBbIKaMM aHTUBHPYCHOU
60pb0BI U HCIoNIb30BaHus aHTUBUpYCcHOTO 110.

IMK-32
CnocooOHOCmbIO
npo6ooUmMsb aHAIU3
B03MOICHBIX
IKOHOMUYECKUX PUCKOB
u 0asamv umM OYeHKy,
cocmaensms u
0bocHo8blI6aMb
NPOCHO3bL OUHAMUKU
Pa3zeumusi OCHOGHbLIX
V2pO3 IKOHOMUYECKOU
bezonacrocmu

3HaTh:  OCHOBHbIE  MOHATHUSA,  U3JOXKEeHHble B  JloKTpuHe
uHpopmanmonHoil 6e3onacHoctn PO u denepansHom 3akone «O0
uHbopManuy,  UHGOPMALMOHHBIX  TEXHOJIOTHSX M 3alluTe
nHpOpPMAIMNY»;, HHTEPEChl JUYHOCTH, OOIIECTBA M TOCYAapCTBa B
nHGOpPMALIMOHHOM  00JacTH; TMOHATHE LEHHOCTH HH(pOpMaluy,
3alIUThI I/IH(i)OpMaIlI/II/I, CHUCTEMbI 3alllUThI I/IH(l)OpMaHI/II/I; oejam u
KOHIIENTyaJbHbIE OCHOBBI 3allUThl MH()OPMAIMK; OCHOBHBIE BHUJbI
yrpo3  0e3omacHOCTH HMHPOpPMAMM © HX  KIacCU(UKAIHIO;
KJaccu(UKaluuoo  cTaHAapToB B o0Onactd  HMHGOPMALMOHHON
0€301acHOCTH; PYKOBOJAIIME TOKyMEHTHI ['octexxomuccuu Poccuu;
HaMpaBJICHUs 3aIIUThl OT HECAHKLIMOHUPOBAHHOI'O JI0CTYIIA.

YMeTb: MPOU3BOANUTH aHAIU3 TUIIOB MH(OPMAIMK B 3aBUCUMOCTH OT
MopsAJIKa €€ MPEeAOoCTaBIeHMs; JelaTh pazdop METoI0B oOecredeHus
nHGOPMAIMOHHOM 0€30MacHOCTH; KiIacCU(UIIMPOBATh B COOTBETCTBUU
C YpOBHSIMU oOOecreueHusi HalMOHAJIBbHON O0€e30MacHOCTH TPYIIIbI
CyOBEKTOB; MOJApa3AeisATh OCHOBHBIE CpEACTBA 3AIUUTHI IO BUAAM
NEeSATeNIbHOCTH;,  TMOJb30BaTbCsi B CBOEM  mpodeccroHanbHOU
NeSITeTbHOCT OCHOBHBIMM HOPMATHUBHBIMU TIPaBOBBIMM aKTaMH B
ctepe obecrieueHrss UHPOPMAITUOHHOM O€30TTaCHOCTH.

Baaners: MEeTOoAaMH1 KJIacCU(pUKaLUU KOH(UIEHIATBbHOM
uHpopManuy; HaBbIKaMH pabOTBl € JOKYMEHTaMu B cdepe
obecrieueHus MH(pOpMaAITMOHHOM 0€30MacHOCTH; MeToAaMH
KiaccupuKaluu yrpo3 Oe3omacHOCTH uHbOopMaIuu B
pacrpeieleHHBIX BEIYUCIUTENLHBIX CHCTEMaX; OCHOBHBIMH CETEBBIMU
komangamu OC Windows, wucnonb3yeMbIMH Ui oOecreueHust
0€30MaCHOCTH PaCTIpPE/ICTICHHBIX BBIYACIUTENBHBIX CUCTEM; METOIaMH
u cnoco0amMH YIpaBieHHUsS IEPCOHATIOM; OpraHu3aluu (pusnyeckon
3alIUTHI; TOAJEPXKAHUSA PabOTOCIIOCOOHOCTH, pearupoBaHHs Ha
HapYIICHUS pexxuma 0€30MacHOCTH; TUTAHUPOBAHHUS
BOCCTAHOBHTEIBHBIX PadoT.
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4. OBIIASA TPYAJOEMKOCTDb JUCHUIITIMHBI

4.1. O0beM IMCHMILIHHBI B 3a4eTHBIX eqnHnnax (Bcero) — 3 3ET.

4.2. O0beM TMCUMILIHHBI O BHAaM yuyeOHOMH padoTsl (B yacax): 108.

KouunyecTBo 4acoB (popma o0yueHust — ouHasi)

Buj yueOHoii pa6oThl Bcero no B T.4. 10 ceMecTpaM
IUIAHY 6 7 8 9

1 2 3 4 5 6
KonrakTHas padora 54 - - - 54
oOyJaromuxcs ¢ mpernoaaBareIeM
B cooTBeTCTBUU ¢ YII
AyIUTOpHBIE 3aHATHUSA:
® JICKLUU 18 - - - 18
e CEeMHHApBI M [IPAKTHYECKHE 36 - - - 36

3aHATHS
e jabopaTopHbIC pabOTHI, - - -
MIPAKTUKYMBI

CamocrosiTenpHas padbora 54 - - - 54
dopma TeKyIero KOHTPOJIs TECTHUPOBa- - - - TECTUPOBa-
3HAHUN U KOHTPOJIIS HUE; HUE;
CaMOCTOSITEITLHOW PabOTHI: pedepar pedepar
TEeCTUPOBaHUE, KOHTP. padoTa,
KOJIOKBHYM, pedepar u ap. (He
MeHee 2 BUIOB)
Kypcogas pabora - - - - -
Buasl npomexxyTouHOM 3auer - - - 3auer
aTTecTaluu (3K3aMeH, 3a4€eT)
Bcero yacoB no AucuunjinHe 108 - - - 108

KonunyectBo yacoB (popma o0yueHusi — 3a04Hasi)

Bua y4eOHoii padoThI Bcero no B T.4Y. I10 CeMeCcTpaM
IUIAHY 2 3 4 5)
1 2 3 4 5 6
KonTaktHas padora 12/12* - - 12/12* -
o0yyaroImuxcs ¢ npernojaBareneM
B COOTBETCTBHHM C YII
AyIUTOpHBIE 3aHATHS: -
® JICKIUU 4/4* - - 4/4* _
® CeMHHAphI U MPAKTUICCKUE 8/4* - - 8/4* -
3aHATUS
e jabopaTopHbIe pabOTHI, - - -
TTPAKTUKYMBI
CamocrosTenbHas pabora 92 - - 92 -
dopma TeKymero KOHTPOIIS TECTHPOBA- - - TECTUPOBa- -
3HAHUN U KOHTPOJIA HUE; HHUE,;
CaMOCTOSATEIbHON PabOTHI: pedepar pedepar

TECTHPOBAHUE, KOHTP. paboTa,
KOJUTOKBUYM, pedepat u jap. (He
MeHee 2 BUIOB)
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Kypcoas pabora - - - - -
Buael npoMexxyTouHoM 3auer - - 3ayer -
aTTecTanuu (3K3aMeH, 3a4eT) (4/4%) (4/4%)
Bcero yacoB mo JuciHuIIMHE 108 - - 108 -

*KomnuectBo 4acoB pabotel [IIIC ¢ oOyvaromumucs B AMCTAHIMOHHOM (opMaTe ¢ MPUMCHCHUEM

QJICKTPOHHOI'O O6y‘leHI/Iﬂ

4.3. ConpepxaHue TMCUHMILITUHBI (MOayJis1). PacnipenesieHue 4acoB 1o TeMaM U
BH/1aM y4eOHOii padoThbI:

dopma 00yueHus — oyHas

Buabl yueOHbIX 3aHATHI
AyJIMTOpHBbIE 3aHATHUSA dopma
NpaKTH- | Jadopa- |3aHsATHA B
HazBanue pa3gesioB u Tem | Becero 4YyecKHe | TOPHbIe | HHTepaK- A0 TEEINEND
JIEKIHH | 3aHATHS, | pad0Thl, | THBHOH ATEILHA| KOHTPOIH
ceMHMHA- | MpakTu- | ¢opme RO ||
pbI KYMBI
1 2 3 4 5 6 7 8
1. Brenenue B TECTUPO-
MH(OPMALIMOHHYIO 29 4 8 10 BaHUE,
0€301acHOCTb. 3aImTa
pedepara
2. ObGecrieueHne TECTUPO-
nH()OPMATMOHHON BaHue,
0€30MacHOCTH Ha 12 2 10 3aluTa
3aKOHO/IATEILHOM pedepara
YpOBHE.
3. OGecrieuenue TECTHPO-
MH(pOPMaAITMOHHOM BaHUeE,
0€30IacHOCTH Ha 14 4 10 3ammra
aIMUHUCTPATUBHOM pedepara
YpOBHE.
4. ObecrieueHue TECTHPO-
nH(OPMAIIMOHHOU 14 4 10 BaHUe,
0€30MMacHOCTH Ha 3aluTa
IpOLETYPHOM YPOBHE. pedepara
5. [Iporpammuo- TECTHUPO-
TEXHUYECKUE CPEACTBA BaHUe,
oOecrieueHust 46 4 28 14 3amuTa
nH(OPMAIIMOHHOU pedepara
0€301MacHOCTH.
3auem no oucyuniune - - - - - - -
HUTOI'O: 108 18 36 54 -
dopma 00ydeHUs — 3a0uHas
Buabl yueOHbIX 3aHATHH ®opma
HasBanue pa3aenoB u tem | Beero AYIHTOPHBIC SAHATHS 3ansiTs B|CaMoCTO-| TEKyLIero
ek | PAKTH- Jabopa- WHTEPaK- |ATeILHasl| KOHTPO.Is
YeCKHe | TOpHble | THBHOW | pa0ora | 3HaHHH
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3aHATHS, | padoTsl, | ¢opme
CeMMHA- | IPAKTHU-
pbl KYMBI
1 2 3 4 5 6 7 8
1. BBenenue B TECTHPO-
MH(OPMALIMOHHYIO o5 1 4 20 BaHUe,
0€301acHOCTb. 3arura
pedepara
2. ObecrieueHue TECTHPO-
HH(pOPMAITMOHHOM BaHME,
0€30MacCHOCTH Ha 21 1 20 3amura
3aKOHOIATEIILHOM pedepara
YpPOBHE.
3. OGecrieueHue TECTHPO-
HH(pOPMAITMOHHOM BaHME,
0€30MacHOCTH Ha 21 1 20 3aIuTa
aIMAHUCTPATUBHOM pedepara
YpPOBHE.
4. ObecrieueHue TECTUPO-
MH()OPMAITMOHHOU 20 20 BaHME,
0€30MMacHOCTH Ha 3aIuTa
TIPOIIElypPHOM YPOBHE. pedepara
5. [IporpammHo- TECTHPO-
TEXHUYECKHE CPEIICTBA BaHUe,
obecrnieueHus 17 1 4 12 3aluTa
WH(OPMAITMOHHOU pedepara
0€30IaCHOCTH.
3auem no oucyuniune | 4 - - - - -
HUTOI'O: 108 4 4 92 -

5. COAEP)KAHUE TUCIHUATIIIMHBI (MOIY.JIST)

Tema 1. BBenenue B uHGpOPMANMOHHYIO 0€30MIACHOCTb.

OcHOBHBIE TOHATHA: 3a/laud, OOBEKT, NpeAMET, METOoAbl HH(POPMAIMOHHON
o6e3zonacuHoctu. [lomutuka B cdepe obecneyeHus: mHboOpMaIMoHHOW Oe3omacHocT Poccum.
KonuenrtyanbHas Mopenb uHpopManMoHHOM  Oe3omacHocTH. OduIMaIbHBIE  OpPraHbl,
obecrieunBaroie uHMOpMaIMOHHYIO Oe3omacHOoCcTh B Poccmiickoit ®Depepanun. O0630p
POCCHICKOT0 3aKOHOAATENILCTBA B chepe MHPOPMALMOHHBIX TexHOonoru. denepanbHblil 3aKOH
«O0 uHpopmanuy, UHPOPMALMOHHBIX TEXHOJNOTUAX U O 3alMTe HHPOpMAILUN»,
3akoHosaTenbcTBO PD B chepe CMMU. dDenepanbubiii 3akoH «O rocynapcTBEHHOM TaiHe.
@®enepanbHblil 3ak0H «O NEpCOHANbHBIX JaHHBIX». DenepanbHblil 3akoH «OO0 3JIEKTPOHHON
nognucu».  IIpaBoBoe  oOecneueHne  uHpopManMOHHON  Oe3zomacHocTH.  JloKTpHHA
uH(popmanmonHon OezonacHoctu P® u Crparerus HauuoHanbHOM OezonmacHocTu Poccuiickoit
Oeneparun 10 2020 roma. CocraBisiomue KOHLENTYAIbHOM MoAend HH()OpMaIMOHHON
6e3omacHocTi. CoBpeMeHHas KoHuemnuus HuHpopmannoHHOW OezomacHocTu. Llenw 3amuTsl
uHpopmanuu. Hocurenn 3ammuimaemoir uHopmanuu. [lonarue unpopmanmu. CeneHus u
JaHHble, oTaN4KMe oT uHpopmauu. Mupopmarus no ypoBHio nocryna. KonpuaeHumnanbsHOCTh
UHpOpMaLINH. [lonstue KOH(HIEHIINATIbHON UH(pOpMaIINK. Knaccudukanus
KoHQuaeHManpHOo uHpopManuu. Ilonarue rocynapctBeHHoil Taiinbl. Cremenu rpuda
CEKPETHOCTH. BuIpl cBeneHMIl COCTABISAIOIIMX TIOCYAApCTBEHHYIO TaiHy. Ilepeuens
uH(popMalny, He Mojexalle K 3acekpeunBanuio. Kinaccudukaius BUaI0B npodeccuoHaIbHON
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TallHbl U 00BeKThl uX mpuioxkenus. [lonstue yrpo3 GezomacHoctu. Knaccudukamnus yrpos
uH(popMannoHHoi Oe3omacHocTH. OCHOBHas KiaccH(PHKAIUS Yrpo3: Yrpo3bl HapYIICHHS
KOH(UICHIIMATBFHOCTH WHGOPMaIMU, YIpO3bl HAPYIICHHs LIEJIOCTHOCTH MH(OPMALIUU, YIPO3bI
HApyIIeHUs JOCTYMHOCTH uHpopMmauuu. Meroabl mnepeuncienuss yrpos. CiydaiiHple u
npelHaMepeHHble  yrpo3bl.  TexHOoJormyeckue BO3MOXKHOCTH — 3JIOYMBIIIJIEHHUKOB IO
IPEOIOJICHUIO CUCTEM 3aluThl HHpopManuu. [IpusHaku yrpo3sl 6€301MacHOCTH WHPOpPMaLUU B
pacnpeziefieHHbIX BbluncIuTeNnbHBIX cuctemax (PBC): mo xapakTtepy Bo3AeWCTBHS; MO €U
BO3/ICUCTBUS; 110 YCIOBUIO Hayaja OCYIIECTBICHHUS BO3JCHCTBHUS; 110 HATUYHIO OOPATHOW CBSI3U
C arakyeMblM OOBEKTOM; IO PACIOJOKEHHIO CYObEKTa aTakd OTHOCHUTEIBHO aTaKyeMoro
00BekTa; o ypoBHIO dTanioHHON Monenu ISO/OSI, Ha KOTOPOM OCYIIECTBISIETCS BO3/ICHCTBUE.
XapakTepucTUKa M MEXaHU3Mbl peaju3alliid TUIOBBIX YyJAJCHHbIX arak. [loHsTue TUMOBOM
ynajneHHoW artaku. AHamu3 cereBoro tpaduka. [logmeHa goBepeHHOro 0ObEKTa MM CyOBEKTa
PBC. Jloxusiii oobexkTt PBC. Bueapenne B PBC joxHOrOo 00BEeKTa NyTeM HaBS3bIBAaHUS
noxuoro Mapuipyra. Baenpenue B PBC noxxHOTO 00b€KTa ITyTEM HCIOIH30BAHUS HEJJOCTATKOB
QITOPUTMOB YJAJICHHOTO Toucka. lcronb3oBaHWE JOKHOTO OOBEKTa JJisi OpraHu3aluu
ynanennoii araku Ha PBC. Cenexuumsi moroka mHGOpMAnuM W COXpaHEHHE €€ Ha JIOKHOM
o0wvexkte PBC. Monudukauus uapopmanuu. [logmena uadopmaruu. OTka3z B 00CTy>KUBaHUU.
[Tonsitue HecankumonuposanHoro aoctyna (HCJ). Hanpasnenus 3amutsl ot HCI. OcHOBHBIE
cnocoost HCJI. Tlpunnuner 3ammtel ot HCJl. Knaccudukanus wnapymmreneii. Ilonstue
cucremsl pasrpanndenus gocryna (CPl). Ocuosusie pynkuuu CP/I.

Tema 2. OOecneyenue HHGPOPMAIMOHHOI 0€30MACHOCTH HA 3aKOHOJAATEeJIbHOM
YPOBHe.

YpoBHHu 3amuThl nHGOpManuu. KirroueBbie MOHATHS HHPOPMAIIMOHHOW 0€301aCHOCTH -
HOJUTHKA 0e30MacHOCTH M mporpamma Oe3zomacHocTH. CTPYyKTypa COOTBETCTBYIOIIMX
JOKYMEHTOB, MEpBl 10 HX pa3pabOoTKe M COMPOBOXKICHHUIO. OTambl >KA3HEHHOTO LUKJIA
UHPOPMALIMOHHBIX CHCTEM U Mepbl Oe3omacHOCTH. UTO Takoe 3aKOHOAATENIbHBIH YpPOBEHBb
nH(pOpMaAIIMOHHOM 0€30MACHOCTH U MOYeMY OH BakeH. O030p pOCCUICKOro 3aKOHOAATEIIbCTBA B
obOmactu  uH(OpManmoHHOW  Oe3omacHocTH. [IpaBoBble  aKThl  OOIIEro  Ha3HAYCHMS,
3aTparuBaroliie  BONpoCchl  MHpOpMalMOHHOM  Oe3omacHocTH. O030p  3apyOexHOro
3aKOHOJIATeNbCTBA B o0nacTu HH(opManuoHHOW Oe3zomacHocTH. O TEKYIIEM COCTOSHUM
POCCHIICKOTO 3aKOHOJATeNhCTBA B 00JAaCTH WHQPOPMALIMOHHOW Oe3omacHocTH. [loHsATHE
crangapra. Kraccupukanuss craHgapToB B 00jJacTd  MH(MOPMALMOHHOM  0E30MacHOCTH.
«OpamkeBasi KHUTa», €€ CTPYKTypa M TPYIIBl KJIacCOB 3alIMIIEHHOCTH. PyKoBozsmue
nokymeHThl ['octexxkomuccuu Poccun. Tesucsl u3 pykoBoasmero jgokymeHta «CpeacTsa
BBhIYMCIUTENbHON TexHukH. 3ammTta oT HCJ| x undpopmanmu. [TokazaTenu 3alMIIEHHOCTH OT
HCJ x nadopmarum». Te3ucel U3 pyKoBOJAIIETO JOKYMEHTa «ABTOMATU3UPOBAHHBIE CHCTEMBI.
Zamura ot HCJl unpopmarmmu». OcHoBHBIe uaen aokymeHta «O6mue kputepun» ISO/IEC
15408-1999. Ilonstue npoduns 3aumrtsl (I13) u 3ananus no 6ezonacHoctu (36). OcHOBHBIE
nojoxenus MexayHapoanoro crangapra ISO/IEC  17799:2005. OcCHOBHBIE MOJOXKCHHS
mexayHapoaHoro cranmapra ISO/IEC 27001:2005. OcHOBHbIE TONOXKEHHS OpUTAHCKOTO
cranmapta BS 7799-3:2006.

Tema 3. OOecneyenne MH(OPMANUOHHON 0€30MACHOCTH HA AJMUHHUCTPATHBHOM
YPOBHe.

[Tonutuka Oe3zonmacHoctu. I[Iporpamma OGe3omacHocTH. CHHXpPOHM3AIMS TPOrPaMMBI
0€30MaCHOCTH C JKM3HEHHBIM LHUKIOM CHCTeM. MeToJIuKa, MO3BOJIOMAs COMOCTaBUThH
BO3MOJXKHBIE MTOTepU OT HapymieHuid b co cTouMocThiO 3amUTHBIX cpeAcTB. OneHKa pUCKOB:
BBIOOp aHAJIM3UPYEMbIX OOBEKTOB M YpPOBHS JeTalu3allMM HUX PacCMOTPEHHUs; BbIOOp
METOJIOJIOTUH OLIEHKH PHUCKOB; HAEHTU(UKALMS aKTUBOB; aHAJINW3 YIpo3 M UX IOCIEICTBUH,
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BBISIBJICHHE YS3BMMBIX MECT B 3alUTE; OLEHKA PUCKOB; BBIOOP 3aLUTHBIX MEp; peaju3auus u
NpOBEpPKa BEIOPAHHBIX MEP; OI[EHKA OCTATOYHOTO PUCKA.

Tema 4. OOecnevyenne HH(POPMALMOHHOH 0€30IIACHOCTH HA NPOLEAYPHOM YPOBHe.

OcHoBHbIE KJIACCHI MEpP MPOLEAYPHOIO YPOBHS: yIpaBICHHE MEPCOHAIOM; (Qu3ndecKas
3alUTa; TMOAJEpX)aHue paboTOCIOCOOHOCTH; pearMpoBaHME HA  HAPYIICHHS  PEXHMa
0€30MacHOCTH; MJIAHUPOBAHUE BOCCTAHOBUTENBHBIX PaloT.

Tema 5. IlporpaMMHoO-TeXHH4YeCKHE CpeAcTBa obOecriedyeHusi HHPOPMANMOHHOM
0e30I1aCHOCTH.

Texnuueckoe oOecneyenne uHpopManmoHHOW Oe3onacHocTu. IloHsATHE CepBuca
O6esonmacHoctu. [loHstne  apxuTekTypHoil — Oe3omacHoctu. Kmaccudukanums — cepBucoB
6e3onacHoctu. CpencTBa HASHTU(UKALMY U ayTeHTU(QUKaLMU nob3oBatenel. Mnentudukanus
u ayreHTu(uKauus, ympasieHue poctynoMm. Ilaponenas ayreHTudukanus. OmHOpa3oOBbIC
naponu. Cucrema S/KEY «kommanum Bellcore. CepBep ayrentudukamuu Kerberos.
Wnentudukanus/ayrTeHTUGUKAIMS € OMOIIBI0 OWOMETPHUYECKUX JIAHHBIX. YTIpaBlICHUE
noctynoM. Matpuna nocryna. IIpousBosbHOE (MM AMCKPELMOHHOE) YIPABICHHUE JOCTYIIOM.
[TpunyaurenbHoe (MaHIaTHOE) ympaBieHUE J0cTynoM. CHHCKM YHpPaBiICHUS JOCTYIIOM.
OrpanunuuBaromuii uHTepdeiic. PoneBoe ympasnenue noctynom. CraTudeckoe paszeieHHe
obOsi3anHOCTed.  JluHammuueckoe  pazgenenwe  o0si3aHHOcTed. (OCHOBHBIE — TOHATHS U
KjIaccupukanus CpeiacTB Kpunrorpaduyeckod zammrtbl MHGOpMauuu. Kpunrorpaduueckue
METOMBI 3auIuThl HHpopManuu. Metoabl cTeranorpaduu. ANmapaTHO-IPOrpaMMHBIE CPEACTBa
3alMThl MHGpOpPMALMU: cpencTBa obecneueHus: KOH(QUACHIUATIbHOCTH [aHHBIX; CpEACTBa
ayTeHTH()UKAMU DJIEKTPOHHBIX JAHHBIX M CPEJCTBA YIPABJICHUS KIFOYEBOW HH(MOpMAIHEH.
Knaccugpukanus meronoB mmdpoBaHus. TpebOoBaHMS K COBpeMEHHbIM Inppam. MeToab
cumMerpuyHoro mmppoBanus. brouHoe u mortokoBoe mmdposanue. Kiaccmueckas ceTh
Oeiicrensa. AnroputMm mugpoBanus DES u ero mopudukanuu. AGCONOTHO HAAKHBIN MUQD.
OcHOBHbBIE CBONCTBA CHMMETPUYHBIX KpUNTOCHUCTEM. OCHOBHBIE CBOICTBAa aCUMMETPUUYHBIX
KpunrocucreM. l'eHepanusa u XpaHeHMe Kiaro4yed. PacnpeneneHue Kirodeil. YmpaBlieHHE
KJIIOYaMH B CHCTEMaX C OTKPBITHIM KitodoM. AnroputMm Juddu-Xenmana. OCHOBHbIE CBOMCTBA
xou-pyHkuil. OcHOBHBIE cBOMcTBa M(poBoil moanmucu. Anroput™ nudposoi nognucu RSA.
AnroputM 1udpoBoit mnoamnucu Onap [amans. Anroput™ 1udpoBoil mnoamucu DSA.
OrteuectBennblii crangapt uudposoi nmoamucu 'OCT P 34.10-94. Cxembl cienod MOAMUCH.
Cxempl HeocmopuMoM mnoamucu. 3amuTta uHGopMmauuu npu pabore B cetn HHTepHeT.
[TpoTokonMpOBaHUE U ayUT, UX MECTO B OOIIEH apXUTEKType 0€30MaCHOCTH. AKTUBHBIN ay/IHT.
[Tono3putenpHas akTUBHOCTb. CurHaTypa ataku. OyHKIMOHAIbHBIE KOMIIOHEHTHI, BXOASILUE B
COCTaB CpPEIACTB akTUBHOro ayaura. IIpumenenune ayaura B OC cemeiictBa Windows s
OTCIICKMBAHUS JIEATEIBHOCTH TIojib3oBarened. Hacrtpoiika mnosmtukm ayauta. [lonsAtue
JeMUIIMTAPU30BAHHON 30HBI. MeXaHU3MBbI 3alllUThI, peaJu3yeMble MeKCETeBbIM dKpaHoM (MD):
buneTpamus cereBoro Tpaduka; mmdpoBanue (co3ganue VPN); TpaHchmAuMs aapecos;
ayTeHTHU(UKanus (JOMOJHUTENbHASA); TNPOTUBOJACHCTBHE HEKOTOPBIM CETEBBIM  aTakam
(mambomee pacmpoCTpaHEHHBIM); YIIpaBIEHUE CIIMCKAMHU JIOCTYIa Ha MapumipyTu3aropax. THIbl
MD. Ilakernsie ¢uubTpel. [llmo361 ypoBHS coenuHenus. I[LImo3bl MPUKIAAHOTO YPOBHSL.
Texnonoruu Proxy u Stateful inspection. Konnenuust noctpoeHus 3alIMIIEHHBIX BUPTYaATbHBIX
gacTHbIX cered VPN. Oyukuuu u komnoHeHTsl cetu VPN. VPN pemenus st nocrpoeHus
3alIUIIEHHBIX KOPIIOPATUBHBIX ceTel. J[Ba BuAa CpeacTB MoAiep KaHUs BBICOKON JOCTYITHOCTH:
o0ecrieyeHne OTKa30yCTOMYMBOCTH (HEHTpanu3amus OTKa30B, XHBYYEeCThb) U oOecledeHue
0e30MmacHOro 1 ObICTPOro BOCCTAHOBJIEHUS TIOCTIE 0TKa30B (00cayxuBaeMocTh). Knaccudukanus
KOMIIBIOTEPHBIX BHPYCOB U BPEJOHOCHBIX INporpaMm. DaiyioBble, 3arpy30uUHblE U CETEBbHIE
BUpYChl. Meroabpl U cpenctBa OOpbObl C BUpPyCaMH U BpPEAOHOCHBIMU IPOrpPAMMaMHU.
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[Ipopunaktuka 3apaxkeHUs BUPYCAMHU KOMIIBIOTEPHBIX CHCTEM M IOPAJOK JeHcTBUM
HOJb30BATENECH B Cllydae 3apakeHus. MexXaHu3Mbl pPacHpocTpaHeHHs BUpPycOB. Kanaibl
pacrpocTpaHeHus BUpycoB. Kilaccuueckue KoMnbloTepHble BUpYchl. MakpoBUpYChl. TpostHCKHE
nporpammbl. CereBeie 4yepBu. AHTuUBUpYycHOE [10. OOHapyXeHHE KOMIIBIOTEPHBIX BHUPYCOB.
KommekcHast cucteMa 3aiinThl UHGOPMALIUK.

JIeKIMOHHBIN KypC TMpeamoyiiaraeT CHUCTEMAaTH3UPOBAHHOE H3JIOKEHHE OCHOBHBIX
BOMPOCOB y4eOHOW MUCHMIUIMHBI M JOJDKEH JaBaTh HauOONBIIUN 00beM HHPOpMALUU U
obecrieunBarh Oojiee riryOOKOe MOHMMAaHUE Y4EOHBIX BONPOCOB IPH 3HAYUTEIHHO MEHBIINX
3aTrparax BPEMEHH, YeM 3TO TpeOyeTcst OONBIIMHCTBY CTYJCHTOB Ha CAaMOCTOSITENIbHOE N3YUeHHUE
Mmarepuarna.

MeToanyecKue peKOMeHIaluM NPU padoTe HA/l KOHCIIEKTOM JIEKIUIi BO BpeMsi
NpOBe/IeHUs JeKIUU

B xome I5eKIMOHHBIX 3aHSATHM BECTH KOHCIEKTHPOBAHME Y4eOHOro Marepuana.
OOpaiaTh BHUMaHHME Ha KaTeropuu, (HhOpMYIHPOBKH, PACKPBIBAIOLIUE COJACpKAHUE TEX WM
UHBIX SBJICHHH H TPOIECCOB, HAayYHbIE BBIBOJABl M MNPAKTUYECKHE PEKOMEHAIUH,
HIOJIOXKUTEIILHBIN OIIBIT B OPATOPCKOM HCKYCCTBE. JKenaTeIbHO OCTaBUTh B pa0OYMX KOHCIIEKTAX
NoJIsi, Ha KOTOPBHIX JeNaTh TIOMETKH M3 PEKOMEHJOBAaHHOH JIMTEPaTypbl, JONOJIHSIOIINE
MaTtepuall IPOCITyIIaHHOM JIEKIMH, a TAK)Ke OAYSPKUBAIOIINE 0COOYI0 BaKHOCTD TEX HIIM MHBIX
TEOPETUYECKUX IMOJIOKEHWH. 3alaBaTh MPENOJABATEII0 YTOYHSIONIME BOMPOCHI C IENBIO
YACHEHHUS TEOPETUUECKUX TOJOKEHHUH, Pa3peIieHHs] CIIOPHBIX CHTYaIHH.

B Xome MOATrOTOBKM K MPAKTHYECKUM 3aHATHSAM H3YYUTh OCHOBHYIO JIHTEPATypy,
O3HAaKOMUTBCS C JIONOJHUTEIBHON JNUTEpaTypod, HOBBIMH IYOJIMKALUSAMU B IEPUOJHYECKUX
W3JAHMAX: JKypHajax, razerax W T.10. [Ipu 3TOM y4yecTb pEeKOMEHIAIMH IPEToAaBaTeNs H
TpeOoBaHusi ydeOHOW mporpammbl. JlopabaTeiBaTh CBOM KOHCHEKT JIEKIMH, JAeias B HEM
COOTBETCTBYIOIIIME  3allMCH W3 JINTEPaTypbl, PEKOMEHIOBAaHHON MpernojaBaTelieM |
IpeayCMOTPEHHON y4deOHOW mporpamMmoi. I1oAroToBUTH TE3HMCHI Ui BBICTYIICHUI O BCEM
y4eOHBIM BOIIPOCAM, NPEICTABISIOMNMM HHTEpec. ['0TOBACH K JOKIaay Wi pedepaTHUBHOMY
cooO1IeHNI0, oOpamaTbcs 3a METOAMYECKOW MOMOUIbI0 K npenogaBarento. COCTaBUTh IUIAH-
KOHCIIEKT CBOETO BBICTYyIUIeHHA. [IpogymaTh mpumepsl ¢ Ienbl0 oOecredeHusl TECHOW CBSI3U
U3y4yaeMOl TeOopUM ¢ peanbHOM ku3HbIO. CBOEBPEMEHHOE M KayeCTBEHHOE BBINOJHEHUE
CaMOCTOSITENIbHOW paboThl 0a3upyeTcs Ha COOJIIO/ICHIH HACTOSIIUX PEKOMEHIAINNA 1 U3y4eHUH
peKOMeH/I0BaHHON suTepaTypbl. CTyIEHT MOXKET JOMNOJHUTh CIIMCOK HCIHOJIb30BAaHHOM
JUTEPaTyphl COBPEMEHHBIMU CTOUYHUKAMHU, HE TIPEJCTABJICHHBIMU B CIIMCKE PEKOMEHIOBAHHOU
JUTEpaTyphl, W B JalbHEHIIEM MCIOJIb30BaTh COOCTBEHHbIE IOATOTOBJIEHHBIE Yy4yeOHBIE
MaTepHalbl IPY HAIMMCAHUH KYPCOBBIX U AUIJIOMHBIX paboT.

6. TEMbI IPAKTUYECKHUX U CEMUHAPCKHUX 3AHATHIA

Ne Ne Koa-Bo
Tema cemuHapa
n/n TeMbI 4acoB

XapakTepuCTHKa U MEXaHU3MbI peaIn3alliy THITIOBBIX YAaTIEeHHBIX
atak. [loHsATHE TUIIOBOM yJaN€eHHON aTaKH.

Amnanus cereBoro Tpaduka. [logMena noBepeHHOro 00beKTa UK
cyowsekTa PBC.

Jloxusiii o0bekT PBC. Buenpenne B PBC 51okHOTO 00BeKTa ITyTEM
1 1 HaBA3BIBaHUS JIO)KHOTO MapIIPYTa. 4
Buenpenne B PBC 10HOTO 00BEKTa ITyTEM HCIIOIH30BAHUS
HEJ0CTaTKOB aJITOPUTMOB YAaJIEHHOTO TIoncKa. Vcmonb30Banne
JIOKHOTO 00BEeKTa JJIs1 OpraHn3aliy yaaneHHoi ataku Ha PBC.
Cenekuus moToka MHGOPMALIUU U COXPAHEHHUE €€ Ha JIOKHOM
oobekte PBC. Monudukanus nadopmanmu. [Tonmena nadopmarmm.
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OTka3 B 00CIy)KHBaHHH.

VYnpasnenue goctynom. Marpuna goctyna. [IponsBonsHoe (nin
JMICKPEIIMOHHOE) YIIPaBJICHUE OCTYNOM. [IprHy TuTeIhbHOE
(MarmaTHOE) ynpapieHue 7ocTyroM. CIIHCKH yIpaBiIeHAS
JOCTYIIOM.

OcHnoBsl Active Directory Domain Services. OcHOBBI paboThI ¢
IPYNIOBBIMH TOJTHTUKAMH.

Kiraccnueckast cetb @etictens. AnroputM mudposanus DES u ero
MoauduKaIuy.

I'enepanus u xpanenue kiatroued. Pacnpenenenue kirodei.
YmpapieHue KIII04aMHu B CHCTEMAaX C OTKPBITHIM KIFOYOM. AJITOPUTM
Huddu-Xenmana.

OcHoBHBIE cBOMcTBA IU(POBOH MOANUCH. AITOPUTM HUPPOBOI
noanucu RSA. Anropurm nudposoit moamucu 316 ['amars.
Anroput™m mudposoii noamucu DSA.

[Mpumenenue ayaura B OC cemeiictBa Windows it OTCIICKUBaHUS
JesATEIbHOCTH MoNb30BaTeneld. HacTpolika monuTHKy ayauTa. AyauT
B Windows Server 2008/2012.

MexaHu3MBI 3alTUTHI, PeaTu3yeMble MEKCETEBBIM dKpaHoM (MD):
¢unpTpanys cereBoro Tpaduka; mudposanue (cozganue VPN);
TPAHCISIHS apecoB; ayTeHTH(GUKAHS (JTOTIOTHUTEIHHAS);
MIPOTUBOACHCTBHE HEKOTOPHIM CETEBBIM aTaKaM; yIpaBICHUE
CIIHCKaMHU JIOCTyIa Ha MapuIpyTH3aTopax.

Tunsr MexxceTeBBIX SKpaHOB. [lakeTHble GpubTpel. LLm0361 ypoBHS
coemuuenwns. Stateful Inspection firewall. Host-based firewall.
IIpumeps! npasui.

[epconansbhsie firewall u mepconanbHbie ycTpoiicTa firewall.
[1nro36! npukiagHoro ypoHs. [Ipokcu-cepsep nmpukiIagHoro
ypOBHs. Belienennsle npokcu-cepBepsl. [Ipumeps! mpaBuil.
Tpancnsauus cereBbix aapecoB (NAT).

Konuenmust noctpoeHus 3aiMmENHBIX BUPTYAIbHBIX YaCTHBIX CETEH
VPN. ®ynkunu u koMnoHeHTsl cetd VPN. VPN peuienus ans
IIOCTPOEHUS 3AIUIIEHHBIX KOPIIOPATUBHBIX CETEN.

TpostHcKue nporpamMmbl. CeTeBble YepBH.
AntuBupyctoe [10. O6HapyxeHHEe KOMIIBIOTEPHBIX BUPYCOB.
Komnnekchas cucrema 3aimuThl HHQOPMaLHH.

Hroro:

18

TEMA 1. BBEJAEHUE B UH®OPMAILIMOHHYIO BE3OITACHOCTDb

3AHSATHE 1

TunoBble ynajieHHbIE ATAKH
dopMa MpoBeACHUS — CEMHUHApP, JUCKYCCHSL.
Bomnpocel o TeMe (117151 00CYXI€HHS Ha 3aHATUH, JJISI CAMOCTOSATEILHOTO U3YUCHUS).

1.

Kareropuu nndopmaruu.
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r{ WUHdopmauma }_l
‘ OrpaHuyeHHoro gocryna ‘ ‘ O6uweaocTynHan ‘

locypapcTBeHHAaa TailHa [MocTyn K KOTOpOii He Mpoyas
momeT bbiTe orpaHu4eH

KoHduaeHuuansHas
nHdpopmayma

MepcoHankHuIe ganHbie

Kommepueckasn TaiiHa

MNpodeccHoHansHan TalHa

CBE/ICHUA O CYLIHOCTH H30BPETEHNA

CnyeGHan TailHa ‘

I T T A

2. Y naneHHbIe aTaky Ha pacupCacJICHHbIC BBIYUCIINTCIIbHBIC CUCTCMEI.

HeTouHuk MonyyaTens
WHpOpMaUWA  UHDOPMALMM

O—\

A} HopManbHas nepeaaua

O

B) NMpepbisaHue

B) Mepexsat

o

I MameHeHue Aa) Nogaenka

3.  XapakTepuCTHKa M MEXaHU3MBbI pEAIU3AIMH TUTIOBBIX YIAJICHHBIX aTak.

4. TlonsTHe TUNIOBOW yJAJICHHOMN aTakH.

3AHSATHE 2

IIpumepsI THIIOBBIX YAAJEHHBIX aTaK

dopma TpOBEAEHUS — CEMUHAP, JUCKYCCHSI.

Bronpocskl no Teme (11 00CyXI€HUS HA 3aHATHH, ISl CAMOCTOSATEIHHOTO U3YUCHHUS).

1. Amnanus cereBoro tpaduka.

2. Tlommena noBepeHHOTo 00BbeKTa miu cyonrekta PBC.

3. Jloxwusrit 006exT PBC.

4. Buenpenue B PBC noxxHoro o0bekta myTeM HaBsI3bIBAHUS JIOKHOTO MapIIpyTa.

5. Bueapenune B PBC 5oxHOro 00BEKTa IyTeM HCIOJIB30BaHUS HEIOCTATKOB
QIITOPUTMOB YAAJIEHHOTO MOUCKA.

6. Ucmonp3oBaHUE JIO)KHOTO OOBEKTA JIJIS OPTaHU3alNK yaaieHHo! ataku Ha PBC.

7. Cenekius TOoTOKa HHPOPMAIIMH U COXpaHEHHE ee Ha T0KHOM 00bekTe PBC.

8. Momudukamnus nHHOPMAITHH.

9. Tlommena undopmamum.

10. Ortxka3 B 00CITy)KUBaHHH.

TEMA 5. ITPO'PAMMHO-TEXHUYECKHUE CPEIACTBA OBECIHEYEHMUS
WH®OPMAIIMOHHOM BE3ONTACHOCTH

3AHSITHE 3

CepBuc uHpopMaALMOHHOI 0€30NIACHOCTH - YNIPaBJeHHe 10CTYIIOM

dopMa poBEACHUS — CEMHUHApP, JUCKYCCHSL.

Bonpocsl mo Teme (17151 00CYXI€HHsI HA 3aHATHH, TSI CAMOCTOSTEIBHOTO U3yUECHNU).

1. VmpaBneHnue J0CTyNoM.
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Marpuna gocryma.

[TpousBonbHOE (WM JUCKPEIIMOHHOE) YIIPABJICHUE JOCTYIIOM.
[TpunyauTensHOE (MaHAATHOE) YIIPABICHUE TOCTYIIOM.
Crucku ynpaBieHus: JOCTYIIOM.

PosieBoe yrpaBiieHre JOCTYIIOM.

OcHoBbsl Active Directory Domain Services.

Forest

Nookrwd

&

) oy oy oy

Domain 1 Domain 2 ‘

v _ v . S 4

Domain Controller Domain Controller
for Domain 1 for Domain 2

< »  Shema < »  Shema

Data Data
Store Store

«——> Database «—> Database

8.  OcHOBBI pabOTHI C TPYIIOBBIMHU MOJUTHKAMH.

3AHSATUE 4

IIpuMepbI OCHOBHBIX KPUNITOTPaGUUECKUX AJITOPUTMOB

dopma npoBeieHNs — CEMUHAp, TUCKYCCHSL, JIEJI0Basi Urpa.

Bonpocsl o Teme (17151 0OCYKACHHS HA 3aHITUHU, JJI1 CAMOCTOSITEILHOTO U3yYEHUS).

CHUMMETpPHUYHBIE U ACCUMETPUYHBIE KPUIITOCUCTEMBI.

AJTOPUTMBI 3aMEHBI U TIEPECTAHOBKHU.

Anroputm mmdposanus DES u ero Mmonudukanmm.

['enepauus 1 XxpaHeHUE KIIOUYEH.

Pacnpenenenue kinrouen.

VYpasieHne KIo4aMy B CHCTEMaX ¢ OTKPBITBIM KIIIOYOM.

. Auroput™m Juddu-Xenmana.

3AHATHE 5

IIpumepbl 0CHOBHBIX KPUNITOrPaguYeCKUX AJITOPUTMOB

dopma NpoBeeHNs — CEMUHAP, TUCKYCCHS.

Bomnpocel o TeMe (117151 00CYXICHHS HA 3aHATUH, JJISI CAMOCTOSATEILHOTO U3YUCHUS).

1. OcHoBHBIE cBOMCTBA HU(POBOI MOAMTUCH.

2. Axaroputm nugpoBoii moanucu RSA.

3. Anroputm uudpoBoii noanucu Iab ['amans.

4. Anroput™m nudposoii nognucu DSA.

3AHSATHUE 6

CepBuc uHpopMaAMOHHOI 0€30MACHOCTH - AyIUT

dopma NpoBeNEeHNs — CEMUHAP, TUCKYCCHS.

Bomnpocel o TeMe (117151 00CYXI€HHS Ha 3aHATUH, JJISI CAMOCTOSATEILHOTO U3YUCHUS).

1. IIpumenenue ayaura B OC cemeiictBa Windows it OTCIEKUBaHUS AESTEILHOCTH
MOJIb30BaTENEH.

2. Hacrtpoiika MOTUTHKH ayUTa.

3. Aymut B Windows Server 2008/2012.

3AHSATHE 7

Cepsuc nunpopmaunonHoi 0e3onacHocT - MexcereBbie IKPaHbI

dopma NpoBeNEHNs — CEMUHAP, TUCKYCCHS.

Bonpocel o Teme (117151 00CYXICHHS Ha 3aHATHH, JJISI CAMOCTOSTEILHOTO U3YUCHUS).

NookrwnpE
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1. MexaHu3Mbl 3allMTHI, peAU3yeMbIe MEXKCETeBBIM 3KpaHoM (MD): duibTpanus
cereBoro Ttpaduka, mmdpoBanue (cozmanue VPN); TpaHCIAUS —aapecos;
ayTeHTU(UKaNUsl  (JOMOJHUTENbHAS); TPOTUBOJICHCTBHE HEKOTOPHIM CETEBHIM

aTaKam.
2. YmpaBieHHe CIIMCKaMHU JOCTYIa Ha MapuIpyTH3aTopax.
3AHSATUE 8

Karteropum meskcereBbIX IKPAHOB

dopma NpoBeIEHUS — CEMUHAP, TUCKYCCHSI.

Bonpocsl o Teme (17151 00CYKACHHS HA 3aHSITUHU, JJI1 CAMOCTOSITEIbHOTO U3yYEHUS).
TuIbI MEKCETEBBIX YKPAHOB.

[TakeTHbie GUITBTPEIL.

[1[1r03B1 YPOBHS COETUHEHUS.

Stateful Inspection firewall.

Host-based firewall.

[Ipumeps! ipaBuI.

[Tepconansburie firewall u mepconansHbIe yeTpoiicTBa firewall.
[11r03b1 NPUKITATHOTO YPOBHSL.

[Tpokcu-cepBep NPUKIAIHOTO YPOBHS.

0. BriaeneHHble TPOKCU-CEPBEPHI.

IIpumeps! npaBuiL.

12. Tpancnsanus ceteBbix aapecoB (NAT).

13. ®ynkumu u KOMIOHEeHTHI ceTn VPN.

14. VPN pernieHust 1)1 MOCTPOCHHS 3aTUIIIEHHBIX KOPIIOPATUBHBIX CETCH.
3AHSATHE 9

Bupycsi

®dopma NpoBeIeHUs] — CEMUHAP, TUCKYCCHS.

Bonpocsl o Teme (17151 00CYXKACHHS HA 3aHITUHU, JJI1 CAMOCTOSITEILHOTO U3yYEHUS).
Kareropuu BUpycChI.

Knaccuueckue BUpyCHI.

MakpoBHUpYCHI.

TposiHCKHE TPOrpaMMBI.

CereBble uepBH.

Antusupychoe I10.

OO6HapykeHre KOMIIBIOTEPHBIX BUPYCOB.

KommnekcHast cucteMa 3anThl HHGOPMAaLUK.

BoOoo~Nooa~WONE

[
=

ONoGaR~WNE

[TpakTyeckne  (CEMHUHApPCKUE  3aHATHS) MOPENCTaBISIIOT  co00il  JeTanmu3aiuio
JIEKIIMOHHOTO TEOPETHYECKOr0 MaTepualia, MPOBOMATCS B IENAX 3aKperyieHus Kypca |
OXBaThIBAIOT OCHOBHBIE PA3/Ebl.

OcHoBHOM (opMO# TIPOBECHHS CEMHUHAPOB U TPAKTUYECKUX 3aAHITHH SBIACTCA
oOcyxaeHue Hambosee MPOOJIEMHBIX M CIOXHBIX BOMPOCOB MO OTAEIBHBIM TeMaM, a TaKkKe
perieHne 3ajad u pazdop NMPUMEPOB M CUTyaAIlMd B ayAUTOPHBIX YyCIOBUAX. B 00s3aHHOCTH
MpenoiaBaresis BXOJAT: OKa3aHUE METOJIMYECKON MOMOIIU U KOHCYJIBTUPOBAHUE CTYACHTOB I10
COOTBETCTBYIOIINM TeMaM Kypca.

Ha cemuHape xaxaplii €ro y4acTHUK JOJDKEH OBITh TOTOBBIM K BBICTYIICHHUIO 1O BCEM
MOCTaBJICHHBIM B IUIaHE BOIMPOCAM, TMPOSIBIATH MAKCHMAJIbHYIO aKTUBHOCTh TIPH HX
paccMOTpeHHH. BBICTYIIIEHHE TOJKHO CTPOUTHCS CBOOOAHO, YOSAUTEHLHO U apTyMEHTHPOBAHO.
[IpenonaBarens ciaeaut, YTOOBI BBICTYIUICHHE HE CBOIWIOCH K PEMPOIYKTHBHOMY YPOBHIO
(mpocToMy BOCHPOU3BEJIEHUIO TEKCTa), HE JOIMYCKAaeTCs M TMPOCTOe YTCHHE KOHCIEKTa.
Heobxomumo, 9TOOBI BBICTYMAIONIUN MPOSBIIST COOCTBEHHOE OTHOIIEHHE K TOMY, O Y€M OH
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TOBOPHT, BBICKa3bIBaJl CBOE JIMYHOE MHEHHE, MOHMMaHHE, OOOCHOBBIBAJI €r0 U MOT CJeNaTh
IIPaBWIbHBIE BBIBOABI M3 CKa3aHHOTo. IIpm 3ToM cTyaeHT MokeT oOpamaThCsi K 3alucsaM
KOHCIIEKTAa M JIEKUUH, HENOCPEICTBEHHO K IE€PBOMCTOYHUKAM, HCIIOIb30BATh 3HAHUE
XYI0KECTBEHHON JTUTEPAaTyphl U UCKYCCTBA, (aKThl U HAOIIOJCHUS COBPEMEHHON KHU3HU U T. 1.
BoOKpyr Takoro BBICTYIUIEHHSI MOTYT pa3rOpPEThCs CHOPbI, AUCKYCCHUHU, K YYaCTHIO B KOTOPBIX
JOJDKEH CTpeMHUThbes Kakabld. llpenogaBarento HEOOXOAWMO BHHMATEIBHO M KPUTHYECKU
CIIylIaTh, MOJMEYaTh OCOOCHHOE B CYXACHMUSIX CTYJICHTOB, yJIaBIMBaTh HEJOCTATKU U OLIMOKH,
KOPPEKTHPOBATh UX 3HAHMUS, U, €CIIH HY)KHO, BBICTYIIUTH B posid pedepu, 0OpaTuTh BHUMAaHUE HA
TO, YTO ellle He OBbLIO CKa3aHO, WU MOJIEPKAaTh U PAa3BUTh HHTEPECHYIO MbICIIb, BHICKA3aHHYIO
BBICTYNAIOIIMM CTYIEHTOM. B 3akiroueHue mpenojaBaTellb, Kak pPYKOBOAMUTEIb CEMHHApa,
MOJBOAUT UTOTU ceMuHapa. OH MOeT (BBIOOPOYHO) MPOBEPUTH KOHCIIEKTHI CTY/IEHTOB U, €CIIH
oTpedyeTCs, BHECTU B HUX HUCIIPABIICHUS U JIOIIOJHEHUS.
AKTUBHOCTb Ha IPAKTUYECKUX 3aHATHUIX OLEHUBAETCA 10 CIEIYIOLIUM KPUTEPUSIM:
— OTBETHI Ha BOIPOCHI, IIPEJIaracMble IPENoaaBaTeiieM;
— y4acTHe B JUCKYCCHSIX;
— BBINOJIHEHHUE IPOEKTHBIX U UHBIX 33/1aHUN;
— aCCHUCTUPOBAHUE MPENOJABATENIO B IPOBEACHUN 3aHITHH.
Joxnaapl ¥ ONIOHUPOBAHUE AOKIAI0B MPOBEPSIOT CTENEHb BIAACHUS TEOPETUUYECKUM
MaTepuaioM, a TAKKe€ KOPPEKTHOCTb U CTPOIOCTh PaCCyKICHUH.

7. JABOPATOPHBIE PABOTbI, IPAKTUKYMbI

Jlannslit Bug padboTel He pexycMoTper YII.

8. TEMATUKA KYPCOBBIX, KOHTPOJIbBHBIX PABOT, PE®EPATOB

Pedepar 310 ogHa U3 GopM TEKyIIero KOHTPOJIS 3HAHUN M KOHTPOJIS CAaMOCTOSTECIILHOM
pabotel. Pedepar — 31O camocrosATenbHas HCCienoBaTeabckas padoTa, B KOTOPOW aBTOP
pPacKpbIBa€T CyTh HCCIENyeMOW MpoOJeMbl; MPUBOAUT pPA3JIMYHBIE TOUYKH 3PEHUS, a TaKKe
coOcTBeHHBIe B3rMsiAbl He Hee. Copepxkanue pedepara AOHKHO ObITh JTOTUYHBIM; U3TOKEHUE
MaTepHuaia I0JbKHO HOCUTh TPOOJIEMHO-TEMAaTUUECKHI XapakTep.

Lenb pedepara kak GOpMBI TEKYIIETO KOHTPOJS 3HAHUN U KOHTPOJIS CaMOCTOSITENEHOM
paboThl - CTUMYJIHUPOBATH PACKPBITUE UCCIENOBATEIBCKOTO TMOTEHIMANa  ydallerocs,
CIIOCOOHOCTh K TBOPYECKOMY TIOMCKY, COTPYIHHUYECTBY, CAMOPACKPHITUIO U TPOSBICHHUIO
BO3MO>KHOCTEH.

IIpumepHas TemaTuka pedgeparTos:

Ne Tema
3aaHuA

I/IHq)OpMaI_II/IH KaK HCTOYHUK JaHHBIX.

Knaccugukanus nadopmary. Buabl TaHHBIX U HOCUTENEH.

Ilennocts nHpopmanuu. Ilena nadopmarum.

KonunuecTBo 1 kauecTBO I/IH(i)OpMaLII/II/I.

Bunp! 3amunaemoit nHGopMaImm.

Jlemackupyromiye mpu3Haku 00bEKTOB 3aIIHTHI.

Krnaccudukanus ucToUHMKOB U HOcuTeNeld nHGopMaIuu.

Meponpusitusi o ynpaBJIEHHIO JOCTYIIOM K HH(OpMaInu.

O O[NNI UIBAWIN -

DYHKIIMOHAJIbHBIE UCTOYHUKU CUTHAJIOB. OMacHbIN CUTHAI.

[EEN
o

OCHOBHEIE Cpe€acTBa U CUCTEMBI, COACPKAIUC IMOTCHIUAIBHBIC UCTOYHUKHN
OITaCHBIX CUT'HAJIOB.
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11 BcrmomorarenbHbie CpeaicTBa U CUCTEMBI, COZIEPIKAIINE TOTEHIIMATbHBIC HCTOYHUKH
OTIACHBIX CUTHAJIOB.

12 Buzpl mapa3suTHbIX CBs3el M HABOJIOK, XapaKTEPHbIE AJIS JIFOOBIX
PaJIMO3IEKTPOHHBIX CPEJICTB U IPOBOJIOB, COEMHSAIOINX UX Kabeeil.

13 Bunp! yrpo3 6ezonacHocTu HHGOpMaLUK.

14 OCHOBHBIE IPUHITUIIBI TOOBIBaHUSI HH(GOPMAITHH.

15 ITponenypa naeHTuukanum, Kak OCHOBA Mpolecca 00HapyKEHHUsI HEZJOBEPEHHOTO
00BeKTa.

16 MeTtopl cuHTE3a HHPOPMAIIUH.

17 MeTo/1bl HECaHKIIMOHUPOBAHHOI'O JOCTYyNa K MH(OpMaIIH.

18 OCHOBHBIMH CTIOCOOaMHU NIPUBJICUEHHS COTPYIHUKOB TOCYJapPCTBEHHBIX U
KOMMEPUYECKUX CTPYKTYP, UMEIOMIMX JTOCTYI K MHTEepeCyIoneld nHPopMaluu.

19 CriocoOb1 HaOJIIOICHHS C HCTIOJIb30BAaHHEM TEXHUUECKUX CPEJICTB.

20 Kanaue! yreukn nadopmarmm. TexHUUeCKne KaHaJIbl yTEUKH

21 Knaccugukaius TeXHHYECKHX KaHAJIOB YTEUKH 10 (PU3NUECKOM MPUPOJIE HOCUTEIIS.

22 Knaccugukanus TeXHHYECKHX KaHAJIOB YTEUKH 110 HHPOPMATUBHOCTH.

23 Knaccugukaius TeXHHYECKHX KaHAJIOB YTEUKH 110 BpeMeHH (DYHKITMOHUPOBAHHUS.

24 Knaccugukaius TeXHUYECKHX KaHAJIOB YTEUKH 110 CTPYKTYpeE.

25 HaGnroneHnue B oNTHYECKOM iMana3oHe U PUMEHseMbIe JUIsl 3TOrO CPeCTBa.
XapaKTepUCTUKU TAKUX CPEJICTB.

26 [TepexBar 3J1€KTPOMarHUTHBIX U3TY4YEHUI.

27 AxkycTuyeckoe noaciaynmBaue. 9QQeKTsl, BOSHUKAIOUINE IPU HOJCTYITMBAHUH.

28 IToHsATHS CKpBITUS MHPOPMALIUK, BUJBI CKPBITUH. IH)OpMaMOHHBIN TOPTpET.

29 ITpotuBozeiicTBue Habmo0geHHI0. CIIOCOObI MACKUPOBKH.

30 Crioco0bI ¥ CpeJICTBA POTUBOICHCTBHUS TOJCITYIIIMBAHHMIO.

31 Heiitpannzanus 3akjiaqHbIX YCTPOMCTB.

32 CocTaB WH)KEHEPHOM 3alUTHl U TEXHUYECKOW OXPaHbl 00BEKTOB.

33 WnxeHepHble KOHCTPYKLIUU U COOPYKEHUS I 3aluThl nHpopManuu. 1x
KJIacCHU(pUKaIUs.

34 CpencTtBa uaeHTU(OUKAIIUN JTHYHOCTH.

35 Krnaccudukanmst 1aTynkoB OXpaHHOW CUTHAIU3AIUH.

36 Knaccudukanus nzpenarenei.

37 TeneBU3MOHHBIE CUCTEMBbI HAOIIOICHUS.

38 OCHOBHBIE CpeICTBA CUCTEMbI BUAECOKOHTPOJISL.

39 3amyTa JMYHOCTH KaK HOCUTEIsE HHPOpPMAallUK.

40 CucTeMHBIHM MOIX0 K 3aluTe HHPOPMAaLIUU.

41 [TapameTpsl cCTEMBI 3alIUTHI HH(OPMAIIHH.

42 DTanbl NPOSKTUPOBAHUS CUCTEMBI 3aIIUTH HH()OPMAITHIH.

43 [ToTeHnmanpHbpIe KaHAIBI YTEUKH HHGOPMAITIH.

44 Otansl pa3paboTKU Mep MO NMPEAOTBPAIIEHUIO YTPO3 YTEUKH HH(DOPMAaIIHH.

45 [Tonsstne wuHpOpMannMoHHOM Oe3onmacHocTu. WHpopmanmoHHas 0e30macHOCTh
JMYHOCTH, ob1ecTBa U rocynapcra. Kondunennmanpnas nndopmanus.

46 Kareropuu nndopmarrontoit 6ezonacuoctu B KC. Knaccuduxarms yrpos.

47 OO6111ast XapaKTepUCTHKA YTPO3 JOCTYIMHOCTH.

48 OO0m1as XxapaKTepUCTUKA YIPO3 MEIOCTHOCTH.

49 OO011ast XapaKTepUCTHKA YTPO3 KOH(PHUASHIIUATBHOCTH.

50 0O606meHHble Mogenu cucteMbl 3amuThl HHQopmaru B KC. OnHoypoBHEBBIE U
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MHOTOYpOBHEBbIe Mojenu. OOmias xapakTepHCTHKa CPEICTB M METOJIOB 3allUThI
unopmanuu B KC.

o1 OOmast XapakTepHCTUKAa OPTaHU3AIMOHHBIX MEPOIPHUATHH, 00ECIeUNBAIOLINX
nHdopmanmonnyro 6ezonacHocTh KC. OcHOBHBIE 33,124 CITYKOBI 0€30ITaCHOCTH.
52 ConepxaTenbHBI CMBICII MOHATUS KOMILJICKCHOH CHCTEMBI 3aIlIUTHI WH(pOpMaLUn

(KC31) B xommbroTepHBIX cucTeMax. OCHOBHBIC TPUHIMUIIBI M IIOJIOKCHHUS,
peanu3yronme CUCTeMHbIN noaxoa K nocrpoennto KC3U.

53 OreyecTBEHHOE 3aKOHOAATENbCTBO B 0o0nacTd MH(POPMAUM W 3aIIUTHI
uHpOpMaLnu.

54 Munumuzanus yuep6a, Hanocumoro KC aBapusiMu M CTUXUIHBIMU O€JICTBUSMHU.
Hy6mupoBanune uHpopMmarmu. Texnonorus RAID. PesepBupoBaHHe TEXHUYECKHX
CPEJICTB.

55 OO011ast XapakTepUCTHKA TEXHUYECKUX KaHaoB yTeuku nHpopmarmn B KC.

56 ba3oBbie mpUHLIKIIBI, JIeXkKalue B OCHOBE Mojelnel nmonutuku 0ezonacHoctu B KC.

MarpuuHas (IAMCKpEUMOHHAas) MoJelnb M MaHJaTHas (IIOJIHOMOYHAasl) MOJENb
ynpasiieHus 1octynoM k pecypcam KC.

57 CpencTBa 1 METOBI pa3rpaHudeHus gocryna K pecypcam KC.

58 3ammra nporpaMMHbIX cpeactB KC OT HECaHKIMOHMPOBAHHOTO KOMMPOBAHUS WU
MCCIICJOBAHMSL.

59 OOmme TOHATHS, HWCTOPUS Pa3BUTUS M KIACCUPUKAIMS KPUITOTpapUUECKUX
CPEICTB.

60 OO6mast Teopusi KpunTorpagum.

61 Paznuunbpie MeTo1bI MG POBAHMS.

62 OTeuecTBEHHBIC U 3apyO0eKHbIE CTAaHIAPTHI MK (POBAHUSI.

63 OO61as xapakTepuCcTHKa U KJIacCU(UKAINS KOMIIBIOTEPHBIX BUPYCOB.

64 Mexanu3m 3apakeHus (paigoBbIMH W 3arpy304HbIMU Bupycamu. OcoOeHHocTH
MaKpOBHPYCOB.

65 CpencTBa, HCHIONb3yeMbIe JIs1 OOHAPYKEHUs KOMITbIOTEPHBIX BUPYCOB.

66 [TpoduakTrka 3apakxeHnst KOMITBIOTEPHBIMHA BUPYCAMH.

67 AHTHBHpYCHBIE CPEICTBA JUIsl JIEYEHUS U YyJaJleHUs KOMIIBIOTEPHBIX BUPYCOB.

ITporpamMmbl-nionudaru. DBpUCTUYECKUE aHAIU3ATOPBI.

@OopMyTUPOBKH TPUBEAECHHBIX BBIIIE TEM SBIAIOTCA TNPUMEPHBIMH U MOTYT OBITh
U3MEeHeHbl. M3MeHeHus cornacyrorcs ¢ mpenojaBaTesieM, BeAyluM JucuuIuiney. Kpome sroro,
oOyyaromuecs: MOT'yT MpeJiaraTh COOCTBEHHBIE TEMBI AJIs UCclieloBaHus. VIHUIIMaTHBHBIE TEMbI
TaK)K€ COIJIACYIOTCS C MPENoJaBaTelIEM.

B npouecce u3yueHus Kypca KaxAblil JOJDKEH MOJITOTOBUTH pedepar, KOTOphld Oyner
3aCUMTaH MPEnoiaBaTeieM, BEAyIUM IUCHHUIIINHY.

OuenuBas pedepar, npernoaasaresib oOpaliaeT BHUMAaHNE Ha:

— COOTBETCTBHE CO/Iep KaHMsI BBIOpaHHOH TeMe;

— OTCYTCTBHE B TEKCTE€ OTCTYIJIEHUH OT TEMBI;

— coOMoIeHHe CTPYKTYpbl padoThl, YETKOCTb MW3JIOKEHHS U O0OOCHOBAHHOCTh
BBIBOJIOB,;

— yMeHue paboTaTh ¢ HAYYHOMU JIUTEPaTypOl - BBIWICHATh MPOOJIEMY U3 KOHTEKCTA;

— YMEHHE JIOTUYECKU MBICTUTH;

— KyJbTypy NHCbMEHHOH peyn;

— yMeHue oQOpMIATh HAay4dHbI TeKCT (MpaBWJIbHOE NMpPUMEHEHHE U OdOopMIICHHE
CCBUIOK, COCTaBJIcHHE Onbrorpaduu u T.1.);

— yMEHHE MPaBWIBHO TMOHSATH MO3UIHIO aBTOPOB, Pa0OTHl KOTOPHIX MCIOIb30BAIHCH
IIpU HanmMcaHuM pedepara;
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— CIIOCOOHOCTh BEpPHO, 0€3 HCKaKCHUS IepeiaTh HCIOIb3yeMblii aBTOPCKHI
MaTepHa;
— cobmronenue oobema paboThl;
— COOTBETCTBHE YCTAHOBJICHHBIM IpaBUiiaM 0hOpMIICHUs pabOThL;
— aKKypaTHOCTb U NMPAaBUIILHOCTh TEXHUYECKOTO BHIIIOJIHEHHUS pabOTHI.
TpeboBanust Kk O(GOPMIICHUIO M COJCPKAHUIO IHCHBMEHHOW pabOTBI coluepkarcs B
«MeToIMYecKIX PeKOMEHIAIMAX 110 HAIIMCAHUIO pedeparar.

KypcoBble 1 KOHTpONBHBIE pabOTHI HE IpeaycMoTpensl YII.

9. IEPEYEHbD BOITPOCOB K 9K3AMEHY (BAYETY)

Ne ®opmyIMpOBKa BOIIPOCca

3a/1aHUSA

1 ITonarue nHOPMAIIMOHHON 0€30MaCHOCTH

2 OCHOBHBIE COCTABJIAIONIME HHPOPMALIMOHHOM 6€3011aCHOCTH

3 OCHOBHBIE OIIpeIeNICHNs U KPUTEPHH KIacCU(UKAITUHN YTPO3

4 Knaccugukanus THITOBBIX yIaJIEHHBIX aTakK

5 OCHOBHBIE TIOHATUS NPOTrPAMMHO-TEXHHUYECKOTO YpOBHS HMH(OpMaIMOHHON
0e30macHOCTH

6 CepBuc 6e30macHOCTH UACHTU(DUKAIMS U ayTeHTU(DUKAIIS

7 CepBuc 0€30MMaCHOCTH YIPABICHUE JOCTYIIOM

8 CepBuc 6€3011aCHOCTH IPOTOKOJIMPOBAHUE U AYAUT

9 Cepsuc 6e3omacHOCTH M (poBaHue

10 CepBuc 0€3011acHOCTH KOHTPOJIb LIEJIOCTHOCTH

11 CepBuc 0€30MMaCHOCTH YKPaHUPOBAHUE

12 CepBuc 0€3011acCHOCTH aHAJIU3 3aIUIIEHHOCTH

13 Cepuc 6e3omacHoCcTH 00ecrieueHrne 0TKa30yCTOMYUBOCTH

14 Cepauc 0e3omacHOCTH obecrieueHrne 0€30MacHOr0 BOCCTAHOBJICHUS

15 CepBuc 6€3011aCHOCTH TYHHEJIMPOBAaHHUE

16 CepBuc 6€30I1aCHOCTH yTIpaBlIeHUE

17 Knaccudukanus Bupycon

18 CpencTBa aHTUBUPYCHOM 3alLIUTBI

19 Tunosas ynanenHas ataka "AHanu3 cereBoro Tpaduxa'

20 TunoBast ynanenHas araka "[logMeHa JOBEpeHHOTO OOBEKTa WM CyOBEKTa
pacrnpeieIeHHON BBIYMCIUTEIIHON CUCTEMBI"

21 TunoBass ypaneHHas aTtaka "BHeapeHue B pacrpellelleHHYIO BBIUYHCIUTENbHYIO
CUCTEMY JIO)KHOTO O0BEKTA MyTEM HaBA3BIBAaHUS JIOKHOTO MapuipyTa"

22 TunoBas ynanenHas araka "Otka3 B 00CIy)KMBaHUU"

23 Jloxublii ARP-cepBep B cetu Internet

24 Jloxxubeiit DNS-cepBep B cetu Internet

25 Hagsi3piBaHHE XOCTY JIOKHOTO MapLIpyTa C HCHOJb30BaHHeM mnporokoia ICMP c
LIEJIbIO CO3/IaHMS B C€TH Internet 10KHOTO MapIIpyTU3aTOpa

26 ITonmena onnoro u3 cyobekToB TCP-coennnenus B cetu Internet

27 [TprunHEI ycriexa y/IaJeHHBIX aTak Ha pacupeelICHHBIC BRIYNCINUTEIEHBIC CHCTEMBI

28 Kpunrorpadus

29 Kakue wnemu mnpecnenyer kpunrorpadusa? Ilepedncnure OCHOBHBIE aITOPUTMBI
Kpunrorpaduueckux npeoOpazoBaHuil

30 [lepeuncnanre OCHOBHBIE METOJBI KpHUIITOrpaduueckoil 3ammThl MHGOpPMAIUU B
KOMITBIOTEPHBIX CHCTEMaX U CETSIX
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31 Kak kmaccuduimupyrorces cpeactsa kpunrorpauieckoit 3anuTsel nHGopmanun?

32 Ilepeuncnure OCHOBHBIE CXEMbl UICHTH(MHUKAIIMH 110IH30BaTEIs

33 [IpenmymiecTBa U HEAOCTATKU aCHMMETPUYHBIX KpuntocucteM. C Kakoil menpio B
ACMMETPUYHBIX KPUIITOCHCTEMAX MCIIOJIB3YIOTCS JIBa KiItoya?

34 Kak obecnieunBaeTcsi KpUNTOCTOMKOCTh ACHMMETPUIHBIX KPUIITOCHCTEM?

35 KakoBo ocHoBHOe Ha3zHaueHue XduI-QyHKuMU? KakoBbI OCHOBHBIC MPHHIIMIIBI
dbopmupoBanus x3m-GpyHKIMH? Kakumu cBOHCTBaMH JOJDKHA 00JagaTh XdII-
(GyHKIMS, HCTIONIb3yeMas B IIpolecce ayTeHTHPUKAIUU?

36 I'me m ¢ Kakoil LENbI0 HCIONB3YETCS OJICKTPOHHAS LU(POBas TMOANUCH?
[lepeuncnure ocHOBHBIE ATanbl (OPMUPOBAHUS AIEKTPOHHON HUPPOBOM MOANHUCH.
Kakumu cBoiicTBamMu JODKHA 00JafaTh dJICKTPOHHAS IHQpOBas MOIIMUCH?
[lepeuncnure OCHOBHBIE AITOPUTMBI ANEKTPOHHOU TUGPOBOM MOAMUCH U YKAKUTE
Ha UX MPUHIMITAATBHBIC OTIUYHS

37 JlocTonHCTBa OMOMETPUYECKUX CITOCOO0OB MIICHTU(DHUKAIIMYA U ayTEHTU(DHUKAIIUU 10
CPaBHECHHUIO C TPATUIIMOHHBIMU

38 Ilepeuncnure GyHKIIMU 1 KOMIIOHEHTHI ceTH VPN

39 Knaccudpunupyiite VPN no cnocoby TeXHUYECKOW pealn3allud U apXUTEKType
TEXHUYECKOTO PEIICHHS

40 KaxoBbl criocoObl 3a1MTh HHPOPMAIUH IPH MEKCETEBOM B3aUMOJICHCTBUU?

41 Crannaptel B nHbOopManoHHO# Oe3omacHocTH. [loHaTHE cTanmapra.

42 Knaccudukanmss cranmaptoB B oOsacth  HMH(POPMAMOHHON  0€30MMacHOCTH.
"OpamnxeBas KHUTA", €€ CTPYKTYpa U TPYMIbI KJIACCOB 3aIlIUIIIEHHOCTH.

43 Crangapt ISO/IEC 15408 "Kpurepuu oreHku 0€30MacCHOCTH HH(DOPMALMOHHBIX
TEXHOJIOTHI1"

44 AJMUHUCTpATUBHBIA  ypoBeHb HH(OpManMoHHONW Oe3omacHOCTH. (OCHOBHBIE
noustud. [lonutrka 6e3onacHoctu. [Iporpamma 6e3omnacHocTu

45 CepBHCHI 0€3011ACHOCTH

46 Krnaccudukanus ynaneHHbIX aTak Ha pacipe/ie]IeHHbIe BEIYUCIUTEIbHBIC CHCTEMBbI

47 [loHsATHE TUIIOBOM yAJI€HHOMN aTaku

48 Kiaccuueckue Bupycol

49 TpositHCKHE TporpaMMBl

50 CereBble uepBu

10. CAMOCTOATEJBbHASA PABOTA CTYAEHTOB

CO,I[ep)KaHI/IC, Tpe60BaHI/IH, YCJIOBHUA U MOPAAOK OpraHU3aluu CaMOCTOSITEILHOMI pa60TBI

oOyyaromuxcs ¢ yuetoM (Gpopmbl 00yUeHHs OIpPeaesatoTcst B cooTBeTcTBUM ¢ «llosoxkeHuem 06
OpraHu3alMi CaMOCTOSITEIbHOM pPabOThl OOYYAIOIIMXCS», YTBEPKACHHBIM YYEHBIM COBETOM
Val'V (mpotokon Ne8/268 ot 26.03.2019 r.).

®dopma 00yUyeHUs — ouHasl.

®opma
Buj camocTosiTe1bHOM padoThI KOHTPOJIA
(npopabomka yuebrnoco mamepuana, | OobemM (nposepra
Ha3zBaumue pa3iesioB u Tem peutenue 3a0au, pegpepam, 0oK1ao, B peuterus
KOHMPObHAsL paboma, N0020MosKa K | 4dacax 3a0adu,
coaue 3auema, K3amena u op.) pegepama u
op.)
1. Beenenue B — TlpopaboTtka yueOHOr0O MaTepuaa ¢ 10 TECTUPOBAHUE,
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MH(OPMALIMOHHYIO HCIIOJIb30BaHUEM PECYpCOB y4eOHO- pedepar,
0€301acHOCTb. METOAMYECKOT0 M MH()OPMAITHOHHOTO 9K3aMeH

oOecrieueHns TUCIUILINHBI,

— IloaroToBka K TECTUPOBAHUIO;

— TloaroroBka Kk caaue sK3aMeHa
2. O6ecnieueHue — IlpopaGotka yueOHOro Marepuania ¢ TECTUPOBAHUE,
UH(POPMAIIMOHHON UCIIOJIb30BAHUEM PECYPCOB yueOHO- pedepar,
0€30MacHOCTH Ha METOJIUYECKOT0 U HH(POPMAITMOHHOTO 5 9K3aMCH
3aKOHOAATEIbHOM oOecrieueHns TUCIUILINHBL,
YPOBHC. — IloaroToBka K TECTUPOBAHUIO;

— IloaroroBka K cliaye 3K3amMeHa
3. Obecnieuenue — IlpopaGotka yueOHOro Marepuania ¢ TECTUPOBAHUE,
UH()OPMAIIMOHHON UCIIOJIb30BAHUEM PECYPCOB yUEOHO- pedepar,
0€30MMacHOCTH Ha METOJIUMYECKOTO U HH(POPMAITMOHHOTO 5 9K3aMCH
aJIMUHUCTPATUBHOM obecrieueHus TUCITUILINHBL,
YPOBHE. — IloaroToBka K TECTUPOBAHHUIO;

— IloaroroBka K clraye 3K3amMeHa
4. O6ecnieueHue — IIpopabotka yuebHOTO MaTepuana c TECTUPOBAHUE,
nH(pOpPMAITMOHHOM MCII0JIb30BAaHUEM PECYPCOB yueOHO- pedepar,
0€e3011acCHOCTH Ha METOJIUYECKOr0 U UH(HOPMAITUOHHOTO 4 9K3aMeH
MIPOLIETyPHOM YPOBHE. obecreueHns TUCITUTUINHBI,

— TloaroroBka K TECTHPOBAHUIO;

— TloagroroBka Kk cpaue sK3aMeHa
5. IIporpamMmHo- — IIpopabotka yuebHOTO MaTepuana c TECTUPOBAHUE,
TEXHUYECKHUE CPEICTBA MCIIO0JIb30BAHUEM PECYPCOB yueOHO- pedepar,
obecneueHus METOJIMYECKOr0 U HH(POPMAITMOHHOTO 10 9K3aMCH
nH(OPMALIMOHHOU o0ecrieueHNsT TUCITUTUINHBI;
0€30MaCHOCTH. — IloaroroBka K TECTUPOBAHUIO;

- TlonroroBka k caue 3K3aMeHa

dopma o0yueHUs — 3a0uHasl.
®opma
Buj camocTosiTeibHOM padoThI KOHTPOJIA
(npopabomxka yuedbnoco mamepuana, | OobeM (nposepxa
Ha3Banue pa3iesioB u TeM peuieHue 3a0ay, peghepam, 00K1AO, B peuienus
KOHMPObHAsL paboma, N0020mosKa K | dacax 3a0ay,
coaue 3auema, 3K3amena u op.) pedhepama u
op.)

1. Beenenue B — IlpopaboTtka yueGHOTO MaTepHaia ¢ TECTUPOBAHUE,
MH(OPMALIMOHHYIO HCIIOJIb30BAaHUEM PECYPCOB yUeOHO- pedepar,
0€e30MacHOCTb. METOJIUYECKOTO U HH(POPMAITMOHHOTO 20 9K3aMCH

oOecreueHns TUCITUTIIAHEL

— TloaroroBka K TECTHPOBAHUIO;

— TloaroroBka k caaue K3aMeHa
2. ObecneueHue — IIpopaboTtka yueOHOro MaTepuana c TECTUPOBAHUE,
UH()OPMAIIMOHHON UCIIOJIb30BAaHUEM PECYPCOB YUEOHO- 20 pedepar,
0e30MmacHOCTH Ha METOJIUYECKOTO U HH(HOPMAITMOHHOTO 9K3aMeH
3aKOHOAATCIIbHOM obecneyeHns JUCIUTUINHEI;
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YPOBHE. — IloaroToBka K TECTUPOBAHUIO;

— IloaroToBka K crade 3K3aMeHa
3. O6ecnieucHue — IIpopabotka yue6HOTO MaTepuania c TECTUPOBAHUE,
nH(OPMALIMOHHOU UCTIOJIB30BAaHUEM PECYPCOB YUeOHO- pedepar,
0€30MacCHOCTH Ha METOJAMYECKOr0 ¥ HH(POPMAIIMOHHOTO 20 9K3aMCH
aJIMUHHUCTPATUBHOM o0ecneUYeHNS JUCIUILINHEI;
YPOBHE. — IloaroToBka K TECTUPOBAHUIO;

— IloaroroBka k cjpade 3K3aMeHa
4. OGecrieuenue — IIpopabotka yue6HOTO MaTepuania c TECTUPOBAHUE,
nH(OPMALIMOHHOU UCTIOJIb30BAaHUEM PECYPCOB YUE€OHO- pedepar,
0€30MacCHOCTH Ha METOAMYECKOT0 ¥ HHPOPMAIIMOHHOTO 20 9K3aMCH
IIPOLIEYPHOM YPOBHE. o0ecreYeHns JUCIUILINHBI,

— IloaroToBka K TECTUPOBAHUIO;

— IloaroroBka k cpade 3K3aMeHa
5. [IporpammHo- — Ilpopabotka yueOHOr0O MaTrepuana ¢ TECTUPOBAHUE,
TEXHUYCCKHUE CPECTBA HCIIOJIb30BaHUEM PECypCoB y4eOHO- pedepar,
obecrieyeHus METOAMYECKOTO M HH()OPMAITHOHHOTO 12 9K3aMEH
WH()OPMAITMOHHOU obecnedyeHns JUCIUIUINHEI;
0€30MaCHOCTH. — TloaroToBKa K TECTHPOBAHUIO;

— IlogroroBka K cjaade sK3aMeHa

MeTtoanyeckue yKazaHusi VISl 00y4alOIMXCS 10 OCBOCHUIO THCIMIIIMHBI
Jlii KauecTBEHHOIO YCBOEHMsI CTYAEHTaMH MaTepuajla Kypca IpU BbIIOJHEHUU HMU
MHJIUBUIyalIbHBIX 3aJaHUi HEOOXOAMMO, YTOObI BCE€ PabOThI BBINOIHSINCH CTYJEHTAaMM IOCIE
popabOTKH COOTBETCTBYIOIIETO JISKIIMOHHOTO Marepuana. OCHOBHas 3a/a4a M0 OpraHU3alid
y4eOHOro mporecca Mo JAaHHON JUCHUIUIMHE CBOJUTCSA K 00ECICUEeHHIO PABHOMEPHOW aKTHUBHOM
paboThl CTYZIEHTOB HaJ KypcoM B TeueHHE Bcero yueOHoro cemectpa. CTyAEHTBHI JOJKHBI
PETYISPHO MPOpadaThIBaTh KypC MPOCTYLIAHHBIX JIEKIIUHA, TOTOBUTHCS K 3aHATHAM. {7151 KOHTPOJIS
Ka4yecTBa yCBOEHHs y4eOHOro MaTepuaiia CTyJJleHTaMu CJIEAYEeT MPOBOAUTH OMPOCHI MO N3Y4YEHHOU
Teme. JlI1 JONTrOBpEMEHHOIO 3allOMHUHAHMS M3Y4YEHHOIO MaTepuasa CIELyeT YBs3bIBaTb BHOBb
M3y4aeMbl€ BOIIPOCHI C MAaTEPUAJIOM IMPEBIIYIINX TEM, 100UBaTHCS MPEEMCTBEHHOCTH 3HAHUH.
[Ipy BBIMOSHEHUM 3a/laHM, BBIHECEHHBIX Ha CaMOCTOATENILHOE H3y4deHHE, HEe0O0XOIUMO
Hapsaay ¢ OuOIMoTeYHBIM (OHAOM TOJIB30BATHCS PA3IMUYHBIMU HCTOYHHMKAMHU 3HAHUM,
pasMelleHHbIMU B ceTh VIHTepHeT.
[Ipu n3yueHnn JaHHOTO Kypca CTYAEHTaM MPEACTOUT BBITOJIHUTH CIEIYIOIINE BUJIBI PAOOT:
— AHaiu3 TeOpeTUYECKOro MaTepuaa;
ITpopaboTka JIEKIIMOHHOTO MaTepHuaa;
BeinonHenue npakTHyeckux 3afaHuil (JabopaTopHble paboThl);
— IloaroroBka K TECTUPOBAHUIO.

Jlexyuonnvle 3anamus
JIeKIIMOHHBIE 3aHATUS JKENATeNbHO TMPOBOAUTH C MPUMEHEHHEM JEMOHCTPAI[MOHHOIO
marepuana — mnpeseHTauuu Jsekuuid Ha [IK ¢ mpoekropom. C  yueToM COBpPEMEHHBIX

BO3MOXKHOCTEH, KeIaTellbHO OOecreunBaTh CIyIIaTeNiell pa3gaTOYHBIM MaTepuaioM Ha 1-2
JIeKIMU Briepes. Marepual 3TOT JOJKeH HOCUTh MILTFOCTPATHBHBIN XapakTep (CXeMbl, TpapuKu) 1
HU B KOEM CJy4yae He€ IIOJMEHATh KOHCIEKTa, KOTOPBIM CIyliaTrenb JOJDKEH COCTaBIATh
CaMOCTOSITENIBHO.

IIpaxkmuueckue 3anamusi

Ha mpakThueckux 3aHATHAX PELIArOTCs 33a4d TEOPETUYECKOTO U MPUKIIAIHOIO XapaKTepa,
B TOM YHCIIE, BBINOJHAIOTCS J1abopaTtopHble paboTsl. Ilocie Kakaoro mpakTHYECKOro 3aHATHUS
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clefyeT BblIaBaTh 3aJlaHME Ha CaMOCTOATENbHYIO paboTy, a Ha CIEAyIOIIeM 3aHITUU
KOHTPOJIMPOBATh €r0 BBIMOJIHEHUU. Takke Ha MPAKTUYECKUX 3aHATUSX CIEAYeT HPOBOAMTH
TECTUPOBAHUE CTYICHTOB.

Texywuii KOHMpPOL

JIns TeKylero KOHTPOJsl ycrneBaeMocTd (MO OTHENbHBIM pa3jieiaM JIUCHUIUIMHBI) U
MIPOMEKYTOYHOM aTTECTAIIMH UCIIOIh3YeTCsl KOMITBIOTEPHOE TECTUPOBaHUE, IPOBEpKa pedepara.

1. IlnanupoBaHue W OpraHu3alus BPEMEHH, HEOOXOJUMOrO JJsi CaMOCTOSITENILHOIO
W3YYCHUS] TUCIUTUIAHEIL.

Pexomenayercst cnenyrommmM oOpa3oM OpraHM30BaTh BpeMs, HEOOXOAUMOE IJIsl U3Y4YEHHUs
JTUCIUTUIAHBIL:

— H3ydeHue KOHCIIEKTA JIEKIIMHU B TOT € J€Hb, rocie jekuuu: 30 MmunyT- 1 yac.

— MH3yuenue xoHCIEKTa JICKIIUU 32 JCHBb Mepel ciaenyromei neknueit: 30 muayT- 1
qac.

— H3ydeHue TEOpETHMUECKOTr0 MaTepuana Mo Y4eOHMKY M KOHCHEKTy: 1-2 daca B
HEIeIO.

— Iloaroroska k 1aboparopHomy 3aHsTuio: 30 MUHYT - 1 yac.

— H3ydeHue AOMOIHUTEIBHBIX HCTOYHUKOB, B TOM YHUCJIC, B MJICKTPOHHOU (hopme: 1-2
yaca B HEZCIIO.

— Bcero B Henemro: 1-3 yaca.

2. Meroauyeckue pEeKOMEHJAIMU 10 TOJArOTOBKE K TMPAKTUYECKUM (J1aOOpaTOPHBIM)
3aHITHSIM.

[lo pmanHOMY Kypcy MpeaycMOTpeHbl Ja0opaTopHble 3aHsATHs. llpu MOArOoTOBKE K
71a00paTOPHBIM 3aHATHIM CJIEAYET H3YYUTh COOTBETCTBYIOIIUNA TEOPETHUECKUN MaTepuall To
UGpPOBON IKOHOMHKE, DJIEKTPOHHONH KOMMEPLIMH, SJIEKTPOHHOMY OHM3HECY WM AJIEKTPOHHBIM
TUIATeKHBIM CHCTeMaM. TeOopeTHYeCKui MaTepuall Kypca CTaHOBUTCS 0OoJiee MOHSTHBIM, KOTaa
JIOTIOJTHUTENFHO K MPOCIYIIMBAHUIO JIEKIIMM W W3YYEHUIO KOHCIEKTa, M3YYaloTCS U KHUTH TIO0
COBPEMEHHBIM NH(OPMAITHOHHBIM TEXHOJIOTHSIM.

Heob6xomuMo u3yunth naGopaTopHyl pabOTy MpeAbIAYIIETO 3aHATHUS U BBICHUTH Te
BONPOCHI, KOTOPBIE TTOKA3aIMCh HETTOHSATHBIMHU.

[Inanbl mpakTUYECKHX 3aHATHM, UX TEMaTHWKa, PEKOMEHAyeMmas JuTeparypa, Lelb U
3a/1aud €€ M3YYCHHsS] COOOIIAIOTCS MPErnoaaBaTesieM Ha BBOJHBIX 3aHATHUSIX, B METOIUYECKUX
YKa3aHUsX M0 JAHHOW JucuuIiuHe. [ToAroToBKa K NpakTHYeCKOMY 3aHSATHUIO BKIIIOYAET 2 ATana:
i1 - opraHu3alMOHHBIN; 21 - 3aKperyieHre U yriyOjJeHue TeopeTnudeckux 3HaHuil. Ha nmepBom
JTamne CTYACHT IUIAHUPYET CBOIO CAMOCTOSATEIbHYIO PalbOTy, KOTOpas BKIIOYAET: - ySICHEHHE
3a/IaHKs HA CAMOCTOATENbHYIO paboTy; - MOI00p PEKOMEHI0OBAHHOM JIUTEPATYPHhI; - COCTABIICHHUE
M1aHa paboThl, B KOTOPOM OIPEAENSIOTCS OCHOBHBIC IMYHKTHI MPEACTOAIIEH MOJTOTOBKU.
CocraBnieHue IjiaHa JUCIUIUIMHUPYET U MOBBIIIAET OPraHU30BAaHHOCTh B pabore. Bropoii stamn
BKJIFOYAET HEMOCPEACTBEHHYIO MOJATOTOBKY CTYJEHTa K 3aHATHI0. HaunHaTh Hago ¢ M3y4eHUs
PEKOMEH/IOBaHHOW  JuTepaTypbl. HeoO0XoauMo TMOMHUTH, UYTO Ha JIEKIUM  OOBIYHO
paccMaTpuBaeTCs HE BECh MaTepHall, a TOJbKO €ro 4acTb. OcTanbHasi €ro 4acTb BOCIOJIHSIETCS B
MPOIIECCE CaMOCTOATENbHON paboThl. B cBsI3M ¢ 3THM paboTa ¢ peKOMEHA0BAaHHOM JIUTEPaTypOi
obs3arenpHa. Ocoboe BHHUMaHUE MPU 3TOM HEOOXOIUMO OOpaTHTh HA COAEPIKAHHE OCHOBHBIX
MOJIOKEHUH U BBIBOJIOB, OOBSICHEHUE SIBJICHUH U (DaKTOB, YICHEHHE MPAKTHYECKOTO TPHIIOKCHUS
paccMaTpUBaeMbIX TEOPETHYECKHX BOMPOCOB. B mporecce 3Toi pabOThl CTYIEHT AOKEH
CTPEMHUTHCS TOHATh M 3allOMHUTH OCHOBHBIE TIOJIOKEHHS pPacCMaTPUBAEMOTO Marepuaa,
MPUMEPBI, TIOSICHSIFOIINE €r0, a TAK)Ke Pa300paThbcs B UILUTIOCTPATUBHOM MaTepuane. 3aKkaHIHBaTh
MOATOTOBKY CJIETYET COCTaBJICHUEM IJIaHa (KOHCIEKTA) M0 U3ydaeMOMy MaTepuainy (BOIpocCy).
OTO TO3BOJISIET COCTaBUTh KOHLEHTPUPOBAHHOE, C)KATOE MPEJCTABICHUE MO H3y4aeMbIM
BompocaMm. B mporiecce TOATOTOBKM K 3aHATHSAM PEKOMEHIYETCS B3aMMHOE OOCYXKIEHHE
MaTepuaina, BO BpeMsi KOTOPOTO 3aKpEIUISIOTCS 3HaHUS, a TakKe MpUoOpeTaeTcs MpakTUKa B
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U3JI0KEHUU U DPa3bsACHEHHWU IIOJY4YEHHBIX 3HaHWM, pa3BuBaerca peub. llpu HeobOxommmoctu
cienyer oOpamarbes 3a  KOHCyJIbTallMed K IpenojaBaTento. Mag Ha KOHCYJIbTalMIo,
HE00XO0IMMO XOpOIIO MPOIYyMaTh BONPOCHI, KOTOpbIE TPeOYyIOT pa3bsiCHEHUs. B Havane 3aHATUs
CTYACHTHI TOJ PYKOBOJCTBOM IIpernojaBatelisi 0oyiee IyOOKO OCMBICIHMBAIOT TEOPETHYECKUE
HIOJIOKEHUS 10 TEME 3aHATHUS, PACKPBIBAIOT U OOBSCHAIOT OCHOBHBIE MOJIOKEHUS MyOIMYHOIO
BBICTYIIJICHHA. B mporiecce TBOpUECKOTo 0OCYKICHHUS U TUCKYCCUH BBIPAOaTHIBAIOTCS YMEHUS U
HaBbIKM HUCIOJb30BaTh INPUOOPETEHHbIE 3HAHUSA IS Pa3IMYHOIO pPOAa  OpaTOpCKOM
NEeSITeIbHOCTH. 3amiCH HMMEIOT TIEPBOCTEIICHHOE 3HAYEHHE ISl CaMOCTOSATENBHOW pPabOTHI
cTyaeHTOB. OHM NIOMOTarOT MOHATH ITOCTPOCHHE M3y4acMOI0 MAaTe€pHalla, BBIACIUTH OCHOBHBIE
MOJIOKEHUS, TPOCICIUTh UX JIOTMKY U TEM CaMbIM MPOHUKHYTH B TBOPYECKYIO J1aOOPATOPHUIO
aBTOpa. Benenue 3amuceil cnocoOCTBYeT IpEBpAIIEHUIO UTEHHMS B AaKTHBHBIM Ipolecc,
MOOWJIN3YET, HapsAay CO 3pUTEIbHOH, U MOTOpPHYIO namsTh. ClleayeT MOMHHUTB: Yy CTYJCHTA,
CHUCTEMaTHYEeCKH BEIYIIEro 3alUCH, CO3[JaeTCsi CBOM MHAMBHUIYyalbHbIM (DOHI MOACOOHBIX
MaTepHajoB JJs OBICTPOTO TOBTOPEHHS MIPOYUTAHHOTO, AT MOOMIM3ALUN HAKOIJICHHBIX
3HaHU. OCOOEHHO Ba)XKHbI U IOJIE3HBI 3aIIUCH TOI'/1A, KOIJIa B HUX HAXOJAT OTPa)K€HHE MBICIIH,
BO3HUKILIKE TIPpH CaMOCTOSATENbHOM pabore. BaxxHOo pa3BuBaTh Yy CTYAEHTOB YMEHHUE
COIOCTABJIATh UCTOYHMKH, IIPOJYMBIBaTh H3ydacMblii Marepual. bonbiloe 3HaueHue umeer
COBEpUICHCTBOBAHWE HABBIKOB KOHCIEKTHUPOBAaHUS Yy CTyldeHToB. llpemonaBarens MoeT
PEKOMEH/I0BaTh CTYAEHTaM CIIEAYIOIIMEe OCHOBHbIE (OpMbl 3amucu: IUaH (MpoCcTOd H
Pa3BEpHYTHIi1), BBIUCKU, TE3UCHI. Pe3ynbTaThl KOHCIIEKTUPOBAHUS MOTYT OBITH IPE/ICTABIICHBI B
pasnnyHbIX (opmax. IlnaH - 3TO0 cxema NPOYUTAHHOrO MaTepuana, KpaTkui (WiIu moApoOHBIN)
IepeyeHb BOIMPOCOB, OTPAXKAIOIIUX CTPYKTYpPY U IOCIENOBATEIbHOCTh MaTepuana. [loapoOHo
COCTaBJICHHBII IUIAH BIIOJIHE 3aMEHAET KOHCIHEKT. KOHCIEKT - 3TO CHUCTEMAaTU3UPOBAaHHOE,
JIOTUYHOE U3JI0KEHHE MaTepualia UICTOYHUKA. Pa3inyatoTcs yeTblpe ThIa KOHCIIEKTOB:

— IInaH-KOHCHEKT - O3TO PpAa3BEPHYTHIM JETAIM3UPOBAHHBIM IUIAaH, B KOTOPOM
JOCTaTOYHO MOJPOOHbIE 3alUCH MPUBOAATCA MO TE€M IIYHKTaM IUIaHA, KOTOpbIE
HY)KJAIOTCS B IOSICHEHUU.

— TekcTyanbHbIM KOHCIEKT - 3TO BOCIIPOU3BEICHHE Hanboee BaXKHbIX MMOJIOKEHUH U
(aKTOB HCTOYHHKA.

— CBOOOJHBIA KOHCIIEKT - 3TO YETKO M KpaTKo cHopMyIHpOBaHHbBIE (M3JI0)KEHHBIE)
OCHOBHBIE TIOJIOKEHUS B PE3YJIbTAaTE INIYOOKOI'O0 OCMBICIMBAaHUS MaTepuana. B Hem
MOTYT MPUCYTCTBOBATh BBIUCKH, LIUTATHI, TE3UCHI; YaCTh MaTepHalla MOXKET ObITh
MIpe/ICTaBJIeHA [IJIaHOM.

— Temarnyeckuii KOHCIIEKT - COCTABIISIETCS HA OCHOBE U3Y4YEHUS psifia UCTOUYHUKOB U
naeT O6os1ee WM MEHEE UCUEPIIBIBAIOIIUN OTBET MO KaKOK-TO cxeMe (BOTpocCy).

3. I'pynnoBasi KOHCYIbTaIHs

Pa3bsicHeHue sBIISETCSI OCHOBHBIM COJIEp)KaHHEM JaHHOW (DOpMBI 3aHATHH, Hambosee
CIIOXKHBIX BOIPOCOB HM3y4aeMOro IIpOorpaMMHOro Marepuana. Ilens - MakcuManbHOE
npuOmKeHne oOydeHus: K MPaKTUYECKMM HMHTEpPecaM C yuyeToM HMeroleics mHpopMaluu U
ABIIAETCS PE3YJbTaTUBHBIM MaTEepUaJIOM 3aKpelyieHUs 3HaHui. ['pynmoBas KoOHCyJIbTanus
IPOBOAMTCSA B CIEIYIOMIMX CIydasx:

— Korjla HeoOXoIuMO MOJPOOHO paccMOTPeTh NPAKTUYECKHE BOIMPOCHI, KOTOpbIE
ObUIM HEIOCTATOYHO OCBEIIEHBI MJIM COBCEM HE OCBELICHBI B ITPOLECCE JIEKIIUH;

— C LIEJbI0 OKa3aHUsS MOMOIIM B CAMOCTOATEIbHOU paboTe (HamucaHue pedeparos,
BBITIOJTHEHUE KYPCOBBIX padoT, c/laya S9K3aMEeHOB, TOAT0TOBKA KOH(EpeHIIHi);

— €CIIM CTYJEHTBI CaMOCTOSTENIBHO M3Yy4al0oT HOPMATHUBHBIN, CIIPAaBOYHBIN MaTepua,
MHCTPYKLUH, TIOJIOKEHUS.
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URL: hitps://urait.rwbeode/437163

YaebHo-MeTONHYECKAN ANTEPRTYPA:

L. Crogmgon A. [ Meroauieckne yKasanus 118 CAMOCTONTCALHON PABOTHI CTYNeRTOB 110
mucnrnanne «Hngopmaunounai Ge30nacHOCTLY 1IN CTYICHTOR ClieunanbrocTy 38.05.01
«Ixonomuyeckas Sesonacnocrin (cneumaanter)/ A. I'. Crosuxos, Vul'¥Y, U3ub, Kad.

wiposoit sxonomicn. - Yresrosex : Yal'y, 2018. - 3arn, ¢ sxpasa; Hesny6mixosansed pecype. -
ImexTpoR, Texcrosuie nan. (1 daim : 431KB), - Texcr : mexTpounsi. - URL:

http:/ib ulsu.rwMegaP W /MObject
Cormacosano:
R .
fone by enustecnps [ onocan MK , M 05062 Y
TRourm»ocTh COTpY. KK maysHON Oubnurrery DHO Nonnmes Jara

IIporpammuoe obecneuenne
1. OC Windows
2. Microsoft Office

3. «1C:IIpennpustue 8». KoMrekT mis 00y4eHHs B BHICHIMX M CPETHUX yIeOHBIX
3aBEJICHUSAX

4. Statistica Academic for Windows

5. Kommnekr I1O "YHuBepcan" ("®unancoBslii ananus + Onenka 6usHeca",

"NuBecturnmonnsiii ananuz", "bromxet" n "Onenka HeIBIKUMOCTH')
6. Awntumuiaruar BY3
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5) Hpogeccnonaahmiae Guins snminax, DO MANNOMITO-CHPAROTIILIE THOTEVML

1. Fnexrponmo-HriiiMoTenmnie CHETEWAS: -
1.1. IPRbooks : »3exTpoimo-GedHOTCUNaN CHcTena - CalfT / (pyRina xonmansi Al [la Ap

Meiaua Caparon 20210 ) LRl hup S www iprbookshop na Peswvm aoctynn Ans
WPCINCTRND noas sosgrench. - Texct AR TPOMH LN
T OPART VieRTpOMI-CHtsOTedRas  CHETEMA cadry OO0 Dnestpodioe
wosrescrso HOPART Mocxsa, [2021). - UR bttps2 st Pemmy JocTyna: LN
L »CY ’
FRDCTHTTPW D, OILIOBXTE il lexcr MICK T POsEn ) _—
4 1.3. Koncymwmant cryacsETa Aot PpONHO-GROTHOTCWHRE  CncTeMa cady OO
) : . - 2 it
[Bannrexpecype. — Mockrae [2021] URL: hritpsCwww studentlibracy cu'cgl bin'mbix Peanoe
LOCTVIID: Ak SApeTIcTRip. noasicanyeaeh. — Texes K TPOHMR :

1. 4. Jlans e TpotnOo-GHIMOTeIIAN  CRCTeMA - cuity QOO BT Jlans Camxr-
lerepbypr. [2021] LRI Mips e Janboock com Posune DOCTVINR JLER  SAperHcTimp.
| Ve 202
noasoaaTescH FemcT @ SR TPONMLGL - B

1.3, Zoasium com @ anexTposiH -0 ITHOTOMHEN CRCTENS & ON fr L OO0 Jmammyna. - Mockna,
[2021), - URL: hnpoananiurms com PCHM 20CTYTR - IS MEPErHCTIPap. (OL30RaTeach. - Texcy

sisKTpoae i
2. Komevastawyllwmoc |[DJnesrposiieifl pecype| COpanounae NEBoAES cmoroma OO0

¢ e 12021
JKowewas 1amT [Emocs - 2nexrpos. nas. - Mockiz KoscyarasrsTLuoc, [2021]
3, Baiss anmuads BEPROTNTOCKME Wi e
3.1 Baa amusiX NEPHOSHIOCKEX HRBasnil MEKTPOHNRIE Kypass | 000 HBHC
Mockna, [2021] URL: hops//dlib.castview com/browse’udb/1 2 Peanm nocryns anm
anTopE. BoaLlossTencH Texcr @ anexTpOosiHLIi. i
1.2, <LIBRARY Rl HAYWIA] ISeKTPOHERE  DeluIMOTeRA caftt O Haywoas
nexrposumn Babamoresa Mocksa, [2021]. — URL: hap:ieliboay.ru, — Peams xocTyla | Xas
asropHs. Moo T l'excr - >aexTponsni
el & =y " yr |
3.3, +Geebennikoos VRRTPOHRET GubamorTcKn HJL peGenangoa Mocxksa, (2021
URI https-/id2 action-media ru/ Porsonal Produacts Poaams 20CTyna LT ARTOpPH:
DR RN Texcr | anexTposHLai. - '
4. Hauwonaassus svextponnag Gufiaworoxa @ ackrponas GHOEHOTERR © Quacps.Thiias
< - - . - « P17V
Cy SApCTREIENAE MHPBORMBIIHOMITR CIC TENR caiy MunmeTepoTno xyasrypu PO I's
==a. | 221]) URL: mps.sob pd Posww poctyna IS DOoanIosaTeH  ayosof
MinaTcxsm Tewey MISKT PO LN :
5 SMART Imagehase ERSCOhost | mogrran | L'RE

hitgges: lebmen smartinugebase com’ TTOXEN~ERSCO-
a2 fIBCSSan T 64822004 72234 7d0dche &custid=so3VS 74 1. Peamy  nocTyna LIN  RWTOPNS
LR L Sem e AL LB e il MICAC 209V
aaLoRATERCR Houtpaaeine & 3oy posiHe
6. DeaepaahMiie BHDHOPMARRORHO- 0GP IIONRHN T ETRILIC BOPTA -

&.1. Exmuoe OKBO NOCTYIE K OOPATOIITCXMEENM poecypoas DCOCPRMSISR  nOPTR
vapegrem. DIAOY N0 1P Ofl w 11 URL: hop:Vwindow edu. Texcy '-' 111’;:1.‘0““.{5.1.
- 6.2 Pocchficxos ofpalosaniet Ppeacpantuuai  DopTRI vapeantTess @CAOY IO
PO e UT. - URL: hitpo/www.adu.na Texcy © anexTposnsf

7. Ofpaiosareasusie pecypens Y al'V: :

7.1. Oackrpomsax Gwdanoresa Yal'y sogyas ABMC Mera-[1PO OO0 «[ara
IrcTpece URL: hop:Xlibalsu ru™MegaPro/ Web Pexnn aocryna Ans noansossreach
ssvnid Guianorexn. — Texct | ancsTpomnni

Clog 1 cfano

- s - Z B " - - i 4
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCIUIIJINHbI

Aynutopun 1S TIPOBEACHUS JICKIUH, CEMHHAPCKUX 3aHSITHM, ISl BBIMOJTHEHUS
71a00paTOPHBIX padOT U MPAKTUKYMOB, JJIsl IPOBEJIEHUS TEKYIIET0 KOHTPOJIS U MPOMEKYTOUHON
aTTecTallid, KypCOBOTO MPOCKTHPOBAHUS, TPYNIOBBIX U WHIANBUAYAIBHBIX KOHCYIbTALIUN.

AynuTopun yKOMILJIEKTOBaHbl CHEUAIN3UPOBAHHOW MeOenpto, y4eOHOM JIOCKOM.
AynuTopuM A MPOBEACHUsS JIeKIUil 000pyI0BaHbl MYJIBTUMEIUHHBIM 000pYIOBaHUEM IS
NPeOCTaBICHUS] WHPOPMAUU OONbIIONW aymuTopud.  [loMemeHus s caMOCTOSTEIBHOM
paboThl OCHAIIEHBl KOMITBIOTEPHOM TEXHHUKOH € BO3MOXXHOCTHIO TOAKIIOUEHHS K CETH
«aTepHeT» W obOecTmedeHreM JOoCTyna K SIEKTPOHHOW HH(GOPMAIIMOHHO-00pa30BaTEIbHOM
cpeze, AIIEKTpOHHO-OMOnMoTeyHoM cucreme. IlepedeHbp 00OpynOBaHMSA, HUCIONB3YEMOIO B
y4eOHOM TIpoIIecce, YKa3hIBACTCsl B COOTBETCTBUU CO CBEJCHUSMHU O MAaTEPHAIHHO-TEXHUUIECKOM
00€ecTeueHnH M OCHAIIEHHOCTH 00pa30BaTEeIbHOTO MPOIECCca, pa3MEeNIeHHBIMU Ha O(QUIIMATEHOM
caiire YnI'V B paznene «CBeneHust 00 00pa30BaTeIbHONW OpraHU3aIIM.
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13. CHEHHUAJIBHBIE YCJIOBUS 4J1S1 OBYYARKOILIUXCSI C OTPAHUYEHHBIMU
BO3MOXHOCTSIMHU 310POBbSI

B cmyuae ©HeoOXxommmocTH, OOydYalOIIMMCS W3 4YHCIA JIMI C OTPaHUYCHHBIMU
BO3MOXKHOCTSIMU 30pOBbsl (110 3asIBJICHUIO OOYyYarolerocsi) MOTYT IpeuiaraTbCs OIHU H3
CIICAYIOIINX BApUAaHTOB BOCHPUATHA HWHPOpPMAIMKM C y4EeTOM UX HHIUBHIYAIbHBIX
NCUXO0(PHU3NUECKUX 0COOEHHOCTEH:

— JIUIs1 JIUIL C HapyIICHUSMU 3pEHHS: B TIeYaTHOW (OpMe YBEIMYEHHBIM HIPUTOM; B hopme
AIIEKTPOHHOTO JIOKyMeHTa; B (Qopme ayauodaiina (mepeBoa ydeOHBIX MaTepUaloB B
aynnodopmar); B medatHoH (opme Ha s3bike bpaiiist; MHIMBHIyalbHBIE KOHCYJIBTALMH C
npUBJIeYeHHEM TH(HIOCYPONEPEBOAYNKA; WHANBUIYaIbHbIC 3a/IaHHS U KOHCYJIbTALlUY;

— JUId JIMI C HapyUICHUSIMH CIyXa: B MeYaTHOW Qopme; B ¢GopMe 3IEKTPOHHOTO
JOKYMEHTa; BUIEOMATEPHAJIbI C CYyOTUTpAaMK; MHIUBHIyalbHbIE KOHCYJIBTAIIMU C IPUBJICYCHUEM
CYpIOTIEPEBOIUNKA; MHANBUIYaIbHbIC 331aHUs U KOHCYJIbTAIINH;

— JUIA JIMI ¢ HapYIICHHSMHU OIOPHO-JABHUIATENILHOTO ammapara: B MeYaTHOW (opme; B
(dopMe DIIEKTPOHHOTO JOKYMEHTa; B ¢opme ayauodaiiia, WHIUBHIYAIbHbIC 33JaHUS |
KOHCYJIbTaIlHH.

B ciyvae HEO0OXOIUMOCTH HCIIOJIb30BaHUS B y4eOHOM npoiiecce
YaCTHMYHO/MCKIIOUNTENIPHO JTUCTAHIIMOHHBIX OOpa30BaTElIbHBIX TEXHOJOTHH, OpraHu3aIHs
pabotel IIIIC ¢ obyuatromumucs ¢ OB3 u mHBanmuaamu npeaycMaTpUBAaeTCs B AJIEKTPOHHOMU
UH()OPMAIIMOHHO-00Pa30BaTENBHON Cpe/ie C Y4ETOM HMX WHIUBHIYAIbHBIX IICUXO(PH3MYECKUX
0COOEHHOCTEH.

v f§
e

Pazpabotunk 1/ noueHt kadenpst A.I'. CKOBUKOB
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1. Buecenue nzmenenwii B n.m. a) Cnimcok  Jlyromxkun U.B. 07.06.24

pexomMeHyemoi urepatypsl 1. 11 «Yueb-

HO-MCTOAUYECCKOC U I/IH(i)OpMaI_II/IOHHOG

obecneyenne JUCLHUITIIIMHBD)Y C O(bopM-

nenuem [lpunoxenus 1.
2. Buecenue nzmenenuit B 1. B) [Ipodec-  Jlyromkun 1.B. 07.06.24

CHOHaJIbHBIE 0a3bl JaHHBIX, UHPOPMALIUU-
OHHO-CIIPaBOYHBIE cHCcTeMBI 1. 11 «Yueb-
HO-METOAMYECKOEe U HH(OpMALIMOHHOE
o0ecrnieueHne JUCHUILIMHBDY C 0pOpM-
nenueM [Ipunoxxenus 2.
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11. YYEBHO-METOJUYECKOE 1 ”THOOPMAIIMOHHOE OBECIIEYEHUE
JUCLMUIIIAHBI

a) Cnucok peKoMeH1yeMoii JTuTepaTypsbl

OcHoBHas:
1. 3enkoB, A. B. UndopmannonHas 6e30nacHOCTh U 3amuTa nHpOpMaIuy : yuebHoe mocodue
111 By30B / A. B. 3enkoB. — Mocksa : 3narensctBo FOpaiit, 2022. — 104 ¢. — (Bricmiee obpazo-
Banue). — ISBN 978-5-534-14590-8. — Tekcr : anexTponHbIN // OOpazoBaTenbHas miargopma
IOpaiir [caiit]. — URL.: https://urait.ru/bcode/497002
2. CyBopoga, I'. M.MudopmarmonHas 6€30macHOCTh : yueOHoe nocodue ass By30B / [annHa
Muxaiinosna ; I'. M. CyBopoBa. - Mocksa : FOpaiit, 2023. - 253 c. - (Breiciiee oOpa3oBanue). -
URL: https://urait.ru/bcode/519780

JlomoJiHUTEIBLHASA:
1. Buykos, A. A. 3ammra uH(popMaluK B 0aHKOBCKUX CHCTEMaX : yueOHOe mocoOue /yis By30B /
A. A. Baykos. — 2-e u3n., ucnp. u nom. — Mocksa : Uznarenscto FOpaiit, 2022. — 246 c. —
(Beicmee oopaszoBanue). — ISBN 978-5-534-01679-6. — TekcT : anekTpoHHbIi // OOpa3oBareb-
Has wiatgopma FOpaiir [caitr]. — URL: https://urait.ru/bcode/490278
2 . CyBopoBa I'. M. Madpopmannonnas 6e30MacHOCTb : Y4eOHOe mocodue ist By30B /
["."M. Cysoposa ; CyBoposa I'. M. - Mockaa : FOpaiit, 2022. - 253 c. - (Bsicuiee o6pazoBanue). -
URL.: https://urait.ru/bcode/496741
3. Kopabenpaukos, C. M. Ilpectymnnenus B cgepe nuHhopMalmoHHON 6€30M1acCHOCTH : yueOHOe
nocobue st By30B / C. M. KopabensaukoB. — Mocksa : U3narensctBo FOpaiit, 2022. — 111 c. —
(Bricmiee obpazoBanue). — ISBN 978-5-534-12769-0. — Tekct: anexTpoHHslii / O6pa3oBaresb-
Has iatgopma Opaiir [caiit]. — URL: https://urait.ru/bcode/496492

YuyeOHO-MeTOANYECKAS:
1. CxoBukoB, A. I'. Meronuueckue ykazaHus JIJIsi CAMOCTOATENLHON pabOThI CTYACHTOB 1O
mucrumnie «MHdopmanonHas 6€301macHOCThY A CTYACHTOB cneranbHocT 38.05.01
«OxoHOMHUYecKas 6e3onacHocThy (cniennanuter) / A. I'. CkoBukos ; Yal'V, UDub, Kad. undg-
POBOI PIKOHOMHUKH. - DNEeKTpoH. TekcToBbIe AaH. (1 daiin : 431KB). - Vnesanosck : Y'Y, 2018. -
3ar. ¢ skpana. - HeonmyOnukoBanHbii pecypc. - Pexxum noctyma: 9bC Yal'V. - Tekcr : anek-
tpouHusbIit. - URL: http:/lib.ulsu.ru/MegaPro/Download/MObject/2688

Cor.naconaaﬂo
(nAsgom DuonusTerdpe 70/\0@54 My WO 03062024
JIOMKHOCTD COTPYAHHKA Hay4YHOH OHONHOTEKH NOANKCH
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0) [IporpammMHoe obecneuenue —
e OmnepanuonHas cucrema Windows;
e [laker oducHeix mporpamm Microsoft Office.

B) [Ipodeccuonanbubie 6a3bl JAHHBIX, HHPOPMALHOHHO-CIIPABOYHbIE CHCTEMbI

1. D1eKTPOHHO-0H0/IMOTEeYHbIE CHCTEMBbI:

1.1. Ilndporoit obpazoBarensHbi pecype [PRsmart : anekrpoHHO-O6ubinoreynas cucrema :
caitr / OOO Kommanus «Ai Ilm Ap Memma». - CaparoB, [2024]. - URL:
http://www.iprbookshop.ru. — PexxuM pgoctyma: mjsi 3aperucTpup. Mmosb3oBateneil. - TekcT :
JIEKTPOHHBIN.

1.2. O6pasoparensnas mmatdopma IOPAMT : o6pa3oBaTenbHEIA pecypc, 3MeKTPOHHAs
6ubimorexa : caiit / OO0 DiexkTporHOe H3maTenbctBo «<FOPAUWT». — Mocksa, [2024]. - URL:
https://urait.ru . — PexuM goctymna: Ajs 3aperucTpup. MoJIb30BaTeNnel. - TeKCT : AIeKTPOHHBIN.

1.3. ba3a manHbIx «OnektpoHHas 6ubmmoreka texuudeckoro BY3a (ObC «Koncynprant
CTyIGHTa») : DJIEKTPOHHO-OMOIHoTeuHas cucrtema : cat / OOO «llomurexpecypce». — Mockaa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum noctymna: ans 3aperucTpup.
noJjib30BaTesie. — TEeKCT : 3eKTPOHHBIH.

1.4. OBC Jlans : 3nexTpoHHO-0HOHMOTeyHas cuctema : caiit / OO0 3BC «Jlaupy». — CaHKT-
[Terepbypr, [2024]. — URL: https://e.lanbook.com. — Pexum npocryma: ansi 3aperucTpup.
noJyib30BaTeseil. — TEeKCT : AIeKTPOHHBIMN.

1.5. BBC Znanium.com : 37eKTpOHHO-OMOMMoTeuHas cucteMa : caiit / OO0 «3HaHUyM». -
Mocksa, [2024]. - URL: http:/znanium.com . — PexuM gocTtynma : Ui 3aperucTpup.
10JIb30BaTeNeH. - TEeKCT : 3IIeKTPOHHBIH.

2. Koncyastantllimoc [DnekTpoHHBI pecypc|: cnpaBodHas mpaBoBas cuctema. /| OO0
«KoncynpranT [Tmoc» - DnextpoH. naH. - Mocksa : KoncynsrantlImtoc, [2024].

3. eLIBRARY.RU: nHayyHas snekTpoHHas Oubmmoreka : cadt / OOO «Hayunas
DnexktponHas bubnmoreka». — Mocksa, [2024]. — URL: http://elibrary.ru. — Pexxum mocrtyna : mis
aBTOPU3. NOJIb30BaTeNeH. — TEKCT : ITEeKTPOHHBIN

4. depepanbHasi rocygapcTBeHHass HHpopmanuoHHas cHcTrema «HanmonaabHas
3JIeKTPOHHAs1 OHOIMOTEeKa» : HIIeKTpoHHAs 6ubimoTeka : caiit / ®I'BY PI'b. — Mocksa, [2024]. —
URL: https://u36.pd. — Pexum nmoctyna : s moip3oBaTeneil HaydHo Oubmmorexku. — Teker :
3JIEKTPOHHBIH.

5. Poccuiickoe obpa3zoBanme : ¢enepanpHbiii noptan / yupeaurenb OI'AY «OULTO». —
URL: http://www.edu.ru. — TekcT : 31€eKTpOHHBII.

6. DaexTpoHHasi 6ubmoTeunas cucrema Yal'y : Moaynb «DneKTpoHHas OuOIHOTEKa)»
ABHC Mera-ITPO / OO0 «Jlara Dxcopeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum
JI0CTYNA : JUIs MoJb30BaTenel HaydyHoi OuOIMoTeKH. — TEKCT : JIEKTPOHHBIH.

Wmxenep Begymun jv@bg [ypenko 1O0.B. 03.06.2024
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MpunoxxeHne 1

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII

AvcumnnnHa «/HhopMaumoHHas 6e30NacHOCTb» NPUHAANEXMT 6a30B0K YacTh bnoka b1
«AncunnnnHel (Mogynn)» OCHOBHOW NpoeccroHabHOW 06pa3oBatesibHoM nporpamMmbl (OMNOIMT). OHa
ABNAETCA OHOI 13 OCHOBOMONArakLWmMX ANCUUNANH B CUCTEME MOAMOTOBKM CrieumanmcTa no
HarnpasnieHnto 38.05.01 «9KoHOMMYeCcKas 6e30nacHOCTb». BmecTe ¢ gpyrumm Kypcamu,
NOCBALLEHHLIMU TpeHAaM TpaHchopMaLn COBPEMEHHON 3KOHOMUKHN, AncumunvHa «AH(opMalMoHHas
6e30MacHOCTb» COCTaBMSET OCHOBY 00pa3oBaHus creuymanmncta B yacti OMOT, kacatoLeiics
COBPEMEHHbIX TEHAEHLMI CTaHOB/IEHWS U Pa3BUTMS MH(OPMaLMOHHOro obLecTBa. OHa 0XBaTbiBaeT
LUMPOKWMIA KPYT NPO6/IEM M MO3TOMY CBSi3aHa CO MHOTMMW AUCUMNIMHAMW, KOTOpPble NPenojaroT B
paMKax U3y4eHus COBPeMEHHbIX MH(OPMALMOHHbLIX TEXHOMOMIA, T.K. ee LieNlb — NOolyYeHne CTYLeHTOM
3HaHWI, YMEHMI N HaBbIKOB 06ecneyeHns MHopMaLMoHHOK 6e3omacHoCTU. LingpoBas
TpaHcopMaLms MOMOraeT He NPOCTO Cef0BaTb TEHAEHUMN, HO M 3KOHOMUTL BPEMS, AeHbIM, Pecypchbl,
TO eCTb 0CTaBaTbCA KOHKYPEHTOCMOCOOHbIMIU. COBPEMEHHbIE KOMMYHUKALMOHHbIE TEXHOIOM U
NMOMOraroT peann3oBaTb LUMPOKMNIA Habop 6U3HeC-NPOLLECCOB NPEANPUATUIA U OpraHM3aLuiA pasinyHbIX
BWAOB AeATeNIbHOCTM, pa3MepoB 1 OpraHn3aLMoHHO-NPaBoBbIX hopM. ObLLVe TeHAEHLNN
NHOPMATMN3aLMM 3IKOHOMUKM TaKOBbI, YTO NHOPMAaLMOHHbIE CUCTEMBI, 06ecrneynBatoLLe
B3aMMO/eNnCcTBMe NPeAnpUATUA C APYTrMMIN CyObeKTamMy X03ANCTBEHHOW AEATENIbHOCTM, U NX
peann3aums Ha MMKPOYPOBHE CTAHOBSTCA Hepa3pbIBHbIMM, NO3TOMY TPebOBaHUSA K YPOBHHO MOArOTOBKM
3KOHOMMCTA B 0611aCTN MH(OPMaLMOHHOW 6€30MacHOCTY NOCTOSAHHO MOBbILAOTCA. IH(opMaLMOHHaS
6e30MacHOCTb SIBNSETCA BaXKHelLLEel COCTaBAOLLEN YacTbo 06LLEA MHTErpasibHON UM KOMNIEKCHOM
6e30MacHOCTH, NpUYeM Ha 1F060M BO3MOXXHOM YPOBHE PACCMOTPEHWNS — HALMOHA/IbHOM,
pernoHasibHoOM, 0TPac/1eBOM, KOPNOPATUBHOM U axe NepcoHasibHOM. MNpy 3TOM MH(OpMaLMOHHas
6e30MacHOCTb 06/1aaeT CneLmgpnyecKoin 0co6eHHOCTbIO. MpK aHann3e HeO6XOAMMO YUUTbIBATD, YTO
CepBUCHI 3aLLUTbl HDOPMALMKN ABNAKOTCS HEOTHEMIEMOW YaCTbi0 MHPOPMALIMOHHBIX TEXHOMNOT WA,
KOTOpble B HACTOSLLLEE BpeMs pa3BMBaKOTCA AOCeNe HeBUAAHHbIMY TemnamMu. YToObl He 0TCTaBaTthb OT
TEXHWYECKOro nporpecca, He06X0AMMO He NPOCTO BHEAPUTb HEKOTOPbIE FOTOBbIE UHCTPYMEHTHI B
cthepe MH(OPMaLMOHHONM 6e30MacHOCTH, a pa3paboTaTb METOL0/OMNI0 FEHEepaL HOBbIX PELLEHNN,
0TBEYarLLMX COBPEMEHHOMY COCTOSIHUIO [N, a B Maease — paboTatoLmx Ha NepcrneKkTuBy.

B pamkax gucuunanHbl N3y4atoTCs OCHOBHbIE Harpas/ieHNUs Pa3BUTUA COBPEMEHHBIX
MH(OPMaLMOHHBIX TEXHOMOMMIA 1 06ecneyeHns 6e30MacHOCTM MHOPMaLUMOHHBIX cucTem. LLingp
ANCUMNANHBI B paboyem yuyebHOM nnaHe - 61.6.51.

OvcumnnnHa yntaeTcs B 9-0M ceMecTpe CTyfeHTam 5-ro Kypca 04HOI (hopMbl 00y4eHUs 1 6asnpyeTcs
Ha OTAE/bHbIX KOMMOHEHTaX KOMMNETEHLMIA, CHOPMMPOBAHHLIX Y 06YHatOLLMXCA B XO4E U3YYEHUS
MPeLLUECTBYHOLLMX YYeOHbIX ANCLMMNINH Y4ebHOro nnaHa.

MpepeKBM3NTbI. JUCUMNIMHA paccunTaHa Ha CTYeHTOB, MMEHOLLMX NOATOTOBKY MO
NPeALUECTBYHOLLMM KypcaMm, KacatoLmXca MHPOPMATUKM, BbIYNC/IUTENIBHOM TEXHUKM, CTATUCTUKMK,
anrebpbl U TEOPUM YnCen, TeOpUKN BEPOATHOCTU. OByyatoLmecs AOMKHbI UMETb MOAMOTOBKY (3HaHMS,
YMEHUSA, HaBbIKN 1 KOMNETEHLMM) B 061aCTV NHDOPMATUKKN, MHPOPMALMOHHbIX TEXHONOIMIA U CUCTEM,
rnobanbHbIX CeTeld, opraHmn3aunm 1 MHMPaCcTPYKTYpPbl NPeANPUHUMATENLCKON AeATeNIbHOCTH,
NMPOM3BOLCTBEHHbIX U 6U3HEC-NPOLEeCcCoB. N1 n3yyeHns pasjena, KacatoLerocs Kpuntorpaguyeckmnx
CPeACTB 3alNThbl, CTYEHT TakXXe A0/KeH OCBOUTb KypC «BeposiTHOCTHbIE METO/bl B 3KOHOMUKE>.
Takke, nepes TeM Kak NPUCTYNUTb K U3YUYEHUIO ANCLMNINHBI «/H(DopMaLMoHHas 6e30NMacHOCTb»,
CTY[EHTY PeKOMeHAYeTCS aKTya/IM3nmpoBaTh 3HaHUA Mo Kypcy «MartemaTnyeckmne MeTofbl B
9KOHOMUKe». MOMUMO 3TOrO, /1 YCMELIHOro OCBOEHMS JAHHOIO Kypca CTYAEeHT JO/HKEH MMETb HaBblK
CaMOCTOATE/IbHON PaboThbl C PasIMYHbIMU UCTOYHUKAMU UHPOPMALMKN (MHTEPHET, NeyaTHble U3LaHNs),
yMeHneM 0606LWaTb HHDOPMALMIO, MONYUYEHHYHO 13 pa3HbIX NCTOYHMKOB, YMEHWEM NPeLCTaBNATb
pesynbTaTbl CBOMX UCCNefoBaHuin. Matepuan Kypca «MHPpopMaLOHHbIE TEXHOIOMM B 3KOHOMUKE U
ynpaBfieHnM» HeOOXO0AMM B YaCTU OCBOEHMSI OCHOBHbIX MPUHLMNOB 06 bEKTHO-OPUEHTUPOBAHHOIO
NPOEKTMPOBaHNSA NPOrPaMMHbIX CUCTEM, MHPACTPYKTYPbl TENEKOMMYHUKaLMOHHbIX ceTeld. Kpome
3TOro, U3yyeHune Kypca 6asmpyeTcs Ha KOMMeTeHUUAX, CHOPMUPOBAHHbIX Yy 00y4atoLLMXCs B NpoLiecce
N3yYEHUS UCLUNIINH:



MHMHHCTEPCTBO HAYKH M BBICLIETO 0OpaszoBaHus PO

- 5 5 Dopma
YI1bIHOBCKMI TOCYIAPCTBEHHbIN YHUBEPCUTET

@ - PaGovas nporpamMMa JUCLIMIUTHHBI

0YHasn hopma 06yyeHus —
VHMopMaLMOHHbIE TEXHOMOTMM B 3KOHOMKKe 1 ynpasneHun (OK-12; MK-29)
WHCTpyMeHTbI umdpoBoli akoHoMUKKM (OK-12; MK-29)
ABTOMaTM3aLMa 06paboTKN YUETHOM MHopMaummn (OK-12; MK-29)
TexHonornyeckas 6esonacHocTtb (MK-4; MK-31; NMK-32; MNMK-41; NCK-4)
YnpaeneHue nepcoHanom 1 Kagposas 6e3onacHocTb (MK-32; MK-42; NMCK-5)
JKoHOMMYecKoe 060CHOBaHMe busHec-peleHnii (MK-1; MK-2; MK-30; MK-32)
OueHka puckos (OlNMK-1; MK-32; NK-43)
PernoHanbHas sKoHoMMyeckas 6esonacHocTb (MK-24; MK-26; MK-32; NMCK-7)
PernoHansHas skoHomuka (MK-24; MK-26; MK-32; NCK-7) 3a04Hasn hopma 06yyeHuns —
VH(hopmaLoHHbIe TeEXHOMOTUN B 3KOHOMUKe 1 ynpasneHny (OK-12; MK-29)
WHCTpYMeHTbI uudpoBoii skoHoMUKN (OK-12; TK-29)
ABTOMaTU3aLNsA 06paboTKM YUETHOW MHopmaumm (OK-12; MK-29)
TexHonorunyeckas 6esonacHocTtb (MK-4; MK-31; NMK-32; MNMK-41; NCK-4)
Ynpas/ieHne nepcoHasioMm 1 Kagposas 6e3onacHocTb (MK-32; MNMK-42; NCK-5)
JKOHOMMYecKoe 060cHOBaHUe 6usHec-peeHnid (MK-1; MK-2; MNMK-30; MNK-32)
OueHka puckos (OlMK-1; MK-32; NMK-43)
PermoHanbHasa sKoHoMMYeckas 6esonacHocTb (MK-24; MK-26; MK-32; NMCK-7)
PernoHanbHasa akoHomuKa (MK-24; MK-26; MK-32; NCK-7)

MocTpeKBM3NTbI. Pe3ynbTaTbl 0CBOEHUA AUCUMNINHBI «HDOpMaLoHHas 6e30MacHOCTb» byayT
Heo6X0o4MMbI 41 fanbHeNLLIero npotecca 06y4eHns B pamMmkax noaTarnHoro popmMrpoBaHUs KOMNETEHLNIA
Mpy N3y4eHUM CrefyoLmx creuuanbHbIX UCLUMIINH:

OYHast (hopma 0by4yeHuns —
CypebHas akoHoMmu4eckas akcneptusa (OMK-3; MK-32; MK-33)

KomnnekcHas akoHomuyeckas 6esonacHocTb opranusauny (MK-32; MK-36; NCK- 1; NCK-3).
3HaHuA, HaBbIKM 1 YMeHUs, NPUoBpeTeHHbIe B pedyibTaTe NPOXOXKAEHNUS Kypca, Takxke 0yayT
BOCTPe60BaHbI NPV MPOXOXKAEHWUMN NPaKTUK, OCYLLECTBIEHUN NPOEKTHOW AeSTENIbHOCTM, BbINO/IHEHWN

KYPCOBbIX 1 BbIMYCKHOIN KBa/IM(MKALMOHHON paboT, CBA3aHHBIX C 06eCcrneveHem 3aLnThbl
MH(OPMaLMOHHBIX cucTeM, T-nH(pacTpyKTypbl, 6e30nacHoi paboTbl B ceTu VIHTepHeT, B npoLiecce
3aLMTbI BbIMYCKHOW KBaAM(UKALMOHHOWK paboThbl, BK/HOYas NOArOTOBKY K MpoLeaype 3aluTbl 1
npouesypy 3aWwuThbl.



